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Summary of Facts and Subm ssi ons

1811.D

The appel l ant (patentee) | odged an appeal against the
deci sion of the opposition division, dispatched on

6 April 1999, revoking the European patent

No. 0 334 616. The notice of appeal was received on

4 June 1999, the appeal fee being paid on the sane day,
and the statenment of grounds of appeal was received on
13 August 1999.

Opposition had been filed against the patent as a whol e,
based on Article 100(a) EPC on the ground of |ack of
inventive step (Articles 52(1), 56 EPC)

The opposition division held that independent claim®6
as granted did not involve an inventive step and

revoked the patent accordingly.

The appel | ant requested that the decision under appeal
be set aside and the patent be naintained in anmended
formon the basis of:

Mai n request:

Cl ai ns: No. 1 to 3 and 4 (part) as granted
No. 4(part) and 5 to 7 filed with letter
of 13 August 1999

Descri ption: colums 1, 2 and 5 to 11 as granted
colums 3, 4 filed with letter of of
13 August 1999
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Fi gur es: pages 13 to 15 of the patent
specification

First auxiliary request:

Cl ai ns: No. 1 to 3 and 4 (part) as granted
No. 4(part) and 5 to 7 filed with letter
of 13 August 1999

Descri ption: colums 1, 2 and 5 to 11 as granted
colums 3, 4 filed with letter of
13 August 1999

Fi gures: pages 13 to 15 of the patent
specification

Second auxiliary request:

Cl ai ns: No. 1 to 3 and 4 (part) as granted
No. 4(part) and 5 filed with letter of
13 August 1999

Descri ption: colums 1, 2 and 5 to 11 as granted
colums 3, 4 filed with letter of

13 August 1999

Fi gures: pages 13 to 15 of the patent
specification

1811.D
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Third auxiliary request:

d ai ns: No. 1 to 3 filed with letter of
13 August 1999

Descri ption: colums 1, 2 and 5 to 11 as granted
colums 3, 4 filed with letter of
13 August 1999

Fi gur es: pages 13 to 15 of the patent
specification

L1l In a letter dated 26 January 2000 the respondent
(opponent) requested that the appeal be dism ssed and
requested oral proceedings as an auxiliary neasure.

A detail ed argunentati on was presented concerning | ack
of inventive step of the subject-matter of al

i ndependent clains according to the appellant's main
request as well as the first, second and third

auxiliary requests.

Ref erence was in particular made to the foll ow ng
docunent s:

D1: US- A-4 453 074
D2: DE-A-36 10074
D5: D.E. Denning, "Digital Signatures with RSA and
ot her Public-Key Cryptosystens”, Communications of

t he Associ ation of Conputing Machinery, vol. 27,
No. 4, April 1984, New York, USA, pages 388-392

1811.D
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Claim1l1l as granted, included in the main request as
well as in all auxiliary requests, reads as foll ows:

"1l. A systemfor issuing authorized personal
identification cards (10) and for preventing

unaut hori zed use thereof, conprising:

issuing termnal means (76) for issuing a plurality of
personal identification cards (10); each of said cards
having stored therein a first data string (20) with a
portion (20a) thereof derived froma physical
characteristic of an authorized user of the card, each
of said cards (10) also having stored therein a
signature (22) derived froma second data string (Q
using a private key (P11, P2) of a public-key
cryptosystem pair, the public-key cryptosystem pair

al so having a public key (M, the second data string
(Q being derived fromthe first data string (20) using
a predeterm ned one-way function (F) and having a

| ength substantially less than the I ength of the first
data string (20); and

transaction term nal neans (78) including at |east one
transaction termnal for receiving a personal
identification card (10) offered to effect a
transaction using the transaction termnal, the
personal identification card (10) having the first data
string (20) and a received signature (22) stored
therein, wherein the transaction termnal (78)
conprises nmeans, using the public key (M of the
publ i c-key cryptosystempair, for verifying that the
received signature (22) can be generated fromthe first
data string (20), neans responsive to the verifying
means for generating a representation fromthe first
data string, and neans for displaying (96) the
representation and an indication of whether the
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received signature (22) can be generated fromthe first
data string (20) to enable an operator of the
transaction termnal (78) to verify that the user of
the of fered personal identification card (10) is

aut horized to effect a transaction.”

The appel | ant argued essentially as foll ows:

Docunent D1 was, like the patent in suit, directed to
solving the problem of fraudulent use of intelligent
data cards. In Dl this was done by encrypting a
concatenation of a user password and a reference text
using the private key of a public-private key pair and
storing the encrypted data on the card. At the
transaction termnal this data on the card was
decrypted using the public key. However, the system of
docunent D1 required additionally that the user of the
card inputted the password in the transaction term nal,
whi ch was then conpared with the password decrypted
fromthe card. This was opposite to the clai ned

i nvention, which applied a one-way function so that the
data stored on the card could not be decrypted back to
t he user password. Furthernore, in contrast to the
clainmed invention, in the systemof document D1 the
validity of the user could not be checked by displaying
a representation of the user characteristic data stored
on the card, but instead the user had to input a
password, even if this was a physical characteristic,
whi ch was then conpared to the decrypted password.
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Docunment D2 on the other hand, disclosed a systemin
whi ch picture data of the user were stored on a card in
a conpressed form However, D2 showed no security
features which prevented the data stored on the card
from being tanpered wth.

Furthernore, even if a skilled person were to consider
a conbi nation of documents D1 and D2, this would nerely
teach the use of the inmage data as the password, which
woul d need to be decrypted and conpared to an input
passwor d.

Moreover, the use of a one-way function as suggested in
D5 was inconpatible with the teaching of D1 because the
use of a one-way function in D1 would not allow the
decryption of the concatenated text to obtain the

ref erence text.

The respondent's argunents may be summarised as foll ows:

Regardi ng the main request, the systemaccording to
claim1 constituted a sinple aggregation of features of
the systenms known from docunments D2 and D1, wherein the
system of D1 was furthernore nodified by the data
conpressi on system known from docunent D5. A

conbi nati on of both systens was obvious for the skilled
person, when wishing to verify the authenticity of the
card and the data stored thereon, as well as the

| egitimacy of the card' s user. For both aspects

di fferent neasures were required, known from docunent
D1 and D2, respectively. These nmeasures did not affect
each other, but rather solved the specific partial

pr obl ens.
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The subject-matter of the remai ning i ndependent
claims 3, 4, 5 and 6 did not involve an inventive step
for in substance the sane reason given with respect to

claim 1.

The first auxiliary request nerely differed fromthe
mai n request in that features of the generation of the
signature were included in claim®6. However, since the
skill ed person woul d al ready have understood claim6 of
the main request to have these features, the sane
finding applied to the claimas anended.

For the second and third auxiliary requests it was not
seen how the del etion of sone of the independent clains
could positively affect the patentability of the

remai ni ng cl ai ns.

Reasons for the Decision

1811.D

The appeal is adm ssible.

Mai n request

Caim1l

Claim1l is directed to a systemfor issuing authorized
personal identification cards and for preventing

unaut hori zed use thereof; conprising:

(a) issuing termnal nmeans (76) for issuing a
plurality of personal identification cards (10),
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(b)

(c)

(d)

(e)

(f1)

(f2)

(9)
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each of said cards having stored therein a first
data string (20) with a portion (20a) thereof
derived froma physical characteristic of an

aut hori zed user of the card,

each of said cards al so having stored therein a
signature derived froma second data string (Q
using a private key (P11, P2) of a public-key
cryptosystem pair, the public-key cryptosystem
pair also having a public key (M,

the second data string (Q being derived fromthe
first data string (20) using a predeterm ned
one-way function (F) and having a | ength
substantially |l ess than the I ength of the first
data string (20); and

transaction term nal neans (78) including at |east
one transaction termnal for receiving a personal
identification card (10) offered to effect a

transaction using the transaction term nal,

t he personal identification card (10) having the
first data string (20) and

a received signature (22) stored therein,

wherein the transaction termnal (78) conprises
means, using the public key (M of the public-key
cryptosystempair, for verifying that the received
signature (22) can be generated fromthe first
data string (20),
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(h) neans responsive to the verifying neans for
generating a representation fromthe first data
string, and

(i1) neans for displaying (96) the representation and

(i2) an indication of whether the received signature
(22) can be generated fromthe first data string
(20) to enable an operator of the transaction
termnal (78) to verify that the user of the
of fered personal identification card (10) is
aut horized to effect a transaction.

I n accordance with the subm ssion of the respondent,
docunent D2 may be considered as representing the

cl osest prior art.

From docunment D2 (cf. figures 1, 3 and correspondi ng
description), in accordance with the term nol ogy of
claim 1 under consideration, a systemis known for
i ssui ng aut horized personal identification cards and
for preventing unauthorized use thereof; conprising:

- issuing termnal nmeans for issuing a plurality of
personal identification cards,”

- each of said cards having stored therein a first
data string with a portion thereof derived froma
physi cal characteristic (ie picture) of an
aut hori zed user of the card,

1811.D
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- transaction term nal neans including at |east one
transaction termnal for receiving a personal
identification card offered to effect a

transaction using the transaction term nal,

- t he personal identification card having the first
data string stored therein,

- means for generating a representation fromthe
first data string, and

- means for displaying the representation to enabl e
an operator of the transaction termnal to verify
that the user of the offered personal
identification card is authorized to effect a

transacti on.

Thus, from docunent D2 a systemis known conprising in
substance the features (a), (b), (e), (f1), (h) and
(il) of claiml as |isted above.

The clained systemdiffers fromthe one known from
docunent D2 in that in addition protection is provided
agai nst fraudul ent mani pul ation of the data string
stored on the card. This is acconplished by storing a
digital signature on the card obtained by encrypting
the data string stored on the card at the issuing
termnal and verifying the authenticity of the data
string with the aid of this digital signature at the

transaction term nal.

1811.D
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In the light of the above, the objective problemto be
solved in the present case resides in the prevention
agai nst fraudul ent mani pul ati on of the data stored on
the card. In the technical field at issue of secure
card systens the fornulation of this problemto be

sol ved as such is obvi ous.

The solution to this problemin accordance with claiml
(cf features (c), (d), (f2), (g) and (i2) of claim1l as
i sted above) consists of:

- each of said cards al so having stored therein a
signature derived froma second data string (Q
using a private key (P11, P2) of a public-key
cryptosystem pair, the public-key cryptosystem
pair also having a public key (M,

- the second data string (Q being derived fromthe
first data string using a predeterm ned one-way
function (F) and having a length substantially
| ess than the length of the first data string,

- t he personal identification card having the
signature stored therein,

- wherein the transaction term nal conprises neans,
using the public key (M of the public-key
cryptosystempair, for verifying that the
signature can be generated fromthe first data
string, and

- means for displaying an indication of whether the
signature can be generated fromthe first data
string.

1811.D
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As noted by the respondent, the wording for defining
the verification of the authenticity of the signature
and the first data string as used in the last two
features above is inaccurate. It is clear that in the
publ i c- key cryptographic authentication schenmes at

i ssue, the public key is not used in the transaction
termnal to generate the signature. Furthernore, it is
evident that in this verification the one-way function
has to be used as well. As a matter of fact, the
verification involves verifying, using both the one-way
function (F) and the public key (M of the public-key
cryptosystem pair, whether the decrypted signature,
obt ai ned by decrypting using the public key,
corresponds to the second data string, obtained by

appl ying the one-way function to the first data string.
It is clear that the above two features should be
construed accordi ngly.

Docunment D1 (cf colum 4, line 14 to colum 5, |ine 57)
di scl oses a protection systemfor cards preventing
fraudul ent mani pul ati on of the data on the card.
According to an enbodi nent, the data string stored on
the card conprises a set of nunerical data derived from
physi ol ogi cal attributes, such as a signature, voice
sanple or fingerprint of the legitimte card user (cf.
colum 1, lines 31 to 34) and a reference text. This
data is encrypted by public-key cryptography using the
private key in an initialisation termnal. The
encrypted data, also naned "digital signature", is also
stored on the card. At the transaction term nal the
encrypted data stored on the card is decrypted using

t he public key and conpared with the data string stored
on the card. A correspondence between the data proves
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the authenticity of the data string. Accordingly,
docunment D1 shows in substance the above features (c),
(f2), (g) and (i2) of claiml.

Docunment D5 (cf Chapter 5, "An inproved signature
schene") discloses a further inprovenent in public-key
cryptography used for generating digital signatures for
certifying the authenticity of data. Before encrypting
the data using the private key, the data is transforned
usi ng a one-way hashing function. At the transaction
term nal the sanme (public) one-way hashing function is
applied to the data string stored on the card. The
encrypted data stored on the card is decrypted using
the public key and now conpared with the hashed data
string. The use of the one-way hashing function

i nproves the security of the system and has the
addi ti onal advantage of produci ng hashed data having a
reduced length conpared to the initial data string

t her eby speeding up the public key transformation.
Accordi ngly, docunent D5 shows the above feature (d)
and the use of the one-way function in the feature (g)
of claim 1.

It would have been obvious to the skilled person,
seeking a solution to the above probl em of preventing
fraudul ent mani pul ati on of the data stored on the card
as provided by docunent D2, to apply the teachi ngs of
docunents D1 and D5 providing a straightforward
solution to this problem thereby arriving at the

subj ect-matter of claim 1 under consideration.

The argunent presented by the appellant, and in
substance set out by the opposition divisioninits
further remarks concerning clains 1 and 3, according to
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whi ch the use of the one-way function in D5 was

i nconpatible with the teaching of Dl because the use of
the one-way function in D1 would not allow the
decryption of the concatenated text to obtain the

reference text, is not convincing.

True, with the inproved public key authentication
system usi ng a one-way hashing function as suggested in
D5, the decryption of the data on the card at the
receiving end yields the hashed data and not the
initial data. Accordingly, when applied to the system
of docunment D1, the decryption of the data on the card
at the receiving end would yield the hashed form of the
reference text. However, as pointed out by the
respondent, docunent D5 teaches that in this case, at
the receiving end the sane (public) hashing function
shoul d be applied to the reference text first, and the
resulting hashed formof the reference text conpared
with the outconme of the decryption of the data on the
card. The reference text would invariably fulfil its
role of rendering the system secure as suggested in
docunent D1 (cf colum 5, lines 3 to 66). Accordingly,
there is no inconpatibility between the teachings of
docunent D1 and D5 in this respect.

Merely for the sake of conpleteness, it is noted that
the remark of the opposition division that the semantic
meani ng of the reference text was an essential feature
of D1, is unfounded. In the systemof D1 the reference
text is stored in every transaction term nal and
conpared by the termnal with the result after
decryption of the data on the card for correspondence.
The reference text is sinply a data string with no

requi renents concerning its semantic meani ng.
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The appellant also relied on the argunment that in
contrast to the clained invention, in the system of
docunent D1 the validity of the user could not be
checked by displaying a representation of the user
characteristic data stored on the card, but instead the
user had to input a password, even if this was a

physi cal characteristic, which was then conpared to the
decrypted password. Furthernore the appell ant argued
that the system of document D1 required additionally
that the user of the card inputted the password in the
transaction termnal, which was then conpared with the
password decrypted fromthe card. This would be
opposite to the clained invention, which applied a one-
way function so that the data stored on the card could
not be decrypted back to the user password.

However, as pointed out by the respondent, in docunent
DL (cf colum 1, lines 40 to 52, colum 4, lines 14 to
56) both the password as such and the encrypted
password (ie the encryption of both the password and
the reference text) are stored on the card. At the
transaction termnal the card user is required to input
his password. If the password is for instance derived
froma physical characteristic like a picture of the
aut hori sed user, a device such as a canera at the
transaction term nal woul d produce the corresponding
derivate defined as the password. Two different
security checks are now performed at the transaction
terminal. In a first check the password stored on the
card is verified for a match with the inputted
password, which for physiologically derived passwords
means an accept abl e resenbl ance rather than an exact
coi nci dence. This check serves to verify that the card
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bel ongs to the user. In a second check the encrypted
data stored on the card is decrypted so as to obtain
the password and the reference text, which are then
verified for a match with the inputted password and the
reference text stored in the transaction term nal,
respectively. This second check serves to verify that
the card is authentic and the data stored thereon has
not been tanpered wth.

In the systemaccording to claiml1, a representation is
generated fromthe data string stored on the card and
di spl ayed to enabl e an operator of the transaction
termnal to verify that the user of the offered card is
authorised to effect a transaction. However, for the
purpose of this verification the operator nust dispose
of a reference inmage of the user at the transaction
termnal, such as for instance a video image of the
user. This input, however, corresponds to the input of
a physiologically derived password at the transaction
term nal envisaged in docunment D1.

Admttedly, in the system of docunent Dl the validity
of the user is verified by an acceptabl e resenbl ance
bet ween for instance the picture of the user obtained
with the anal ytical device at the transaction termna
and the data stored on the card, as assessed by the,
nostly unattended, termnal, rather than by an operator
as is the case in the clainmed system However, docunent
D2 already shows a system in which the validity of the
card user is verified by an operator assessing the
resenbl ance between a picture stored on the card and a
video i mage of the user at the term nal. Moreover

di splaying the data stored on the card for assessnent
by an operator, as suggested in D2, is not in conflict
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with the teaching of docunent D1 for physiologically
derived passwords, since physical characteristic data
such as a picture of the user, are typically not

"secret".

As far as the verification of the inputted password is
concerned, as discussed above with respect to docunent
D5, the use of a system based on a one-way hashing
function would require that rather than conparing the
i nputted password with the decrypted data, the one-way
hashing function is first applied to the inputted
password and the result is conpared with the decrypted
data. Accordingly, the teaching of docunent D1 is not
opposite to the clainmed invention, but rather, when
conpl emented with the inproved security feature

provi ded by the one-way hashing function as suggested
i n docunent D5, and when applied to a system as known
fromD2, results in a systemin accordance wth

claim1l.

Thus, for the reasons given above the subject-matter of

claim1l1 | acks an inventive step.

The subject-matter of the remaining independent
claims 3, 4, 5 and 6 | acks an inventive step for in
substance the sanme reasons given above with respect to

claim 1.

Accordingly, the main request is not allowable
(Articles 52(1), 56 and 100(a) EPQC)
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3. First, second and third auxiliary requests

The first, second and third auxiliary requests al
include claim1 di scussed above, which was found to
| ack inventive subject-matter, and fail accordingly
(Articles 52(1), 56 and 100(a) EPQC)

4. The present decision is based on grounds and evi dence
subm tted by the respondent, on which the appellant has
had anpl e opportunity to present conments in accordance
with Article 113(1) EPC. Since the appellant has not
requested oral proceedings, the case is ready for
deci sion. The issue of a provisional opinion as a
conmuni cation under Article 110(2) EPC is neither
necessary nor appropriate under these circunstances (cf
Schulte, Patentgesetz mit EPU, 6th edition, page 987,
nr 22).

Or der

For these reasons it is decided that:

The appeal is dism ssed.

The Regi strar: The Chai r man:

D. Sauter G Davi es

1811.D



