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Summary of Facts and Subm ssi ons

2870.D

The appellant (patent proprietor) |odged an appeal,
received on 10 May 1999, against the decision of the
opposi tion division, despatched on 16 March 1999,
revoki ng the European patent No. 0 500 245. The fee for
t he appeal was paid on 06 May 1999 and the statenent
setting out the grounds of appeal was received on

16 July 1999.

The opposition had been filed against the patent as a
whol e based on Article 100(a) EPC and concerned, in
particul ar, an objection under Articles 52(1) and 56
EPC.

In response to subm ssions nmade by the appellant by
letter dated 23 July 2002, received on 25 July 2002,
t he respondent (opponent), in a letter dated 6 August
2002, made reference to the foll ow ng docunents:

E7: US- A-4 238 853

ES8: US- A-4 503 287
During oral proceedings, which were held on 22 August
2002, the respondent, inter alia, referred for the
first tinme to the follow ng docunents:

EQ: EP-A-0 422 230

E9a: WO A-90 09009
E9, published on 17 April 1991, had been cited in the

Eur opean Search Report as prior art according to
Article 54(3) EPC. However, this docunent was a



VI .

VII.

2870.D

- 2 - T 0527/ 99

Eur opean application, published under Article 158(3)
EPC, of the international application E9a drafted in
Japanese. Since the latter had been published on

09 August 1990, it constituted prior art according to
Article 54(2) EPC

The appel l ant requested that the case be remtted to
the first instance for further prosecution on the basis
of the follow ng docunents:

Claim 1 filed in the oral proceedings held on
22 August 2002;

Descri ption: pages 2, 3 and 13 filed in the oral
proceedi ngs, pages 4 to 12 and 14 of
t he patent specification as
publ i shed;

Fi gur es: 1 to 26 of the patent specification
as publi shed.

The respondent requested that E7, E8, E9 and E9a be
admtted into the proceedi ngs and that the patent be
revoked (main request), or that the case be remtted to
t he opposition division for exam nation of the merit of
the invention in the light of E7, E8, E9 and E9a
(auxiliary request).

The wording of claim1l reads as foll ows:

"1. A cipher conmunication system for comunicating
transacti on data between

a first electronic device (1) conprising first
menory neans (3) for storing a key data, neans (40) for
generating a transaction key data which is to be used
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for enciphering the transaction data, neans (2,7) for
enci phering the transaction key data in accordance with
the key data, and neans (4) for transferring the
enci phered transaction key dat a;

and a second portable electronic device (21)
conprising nmeans (24) for receiving the enciphered
transaction key data transferred fromthe first
el ectroni c device; second nenory neans (231) for
storing the key data; neans (22,25) for deciphering the
enci phered transaction key data received by the
recei ving nmeans according to the key data stored in
sai d second nenory neans, the second el ectronic device
(21) further conprising third nenory neans (232) for
storing the deci phered transaction key dat a;

and a termnal device (11) for receiving the
portabl e electronic device (21) to connect it to the
first electronic device;

characterised in that the first el ectronic device
(1) is arranged to transmt a transaction key to the
portabl e electronic device via the term nal before
exchangi ng encrypted data with the termnal (11) and in
that the portable electronic device includes data
conversion neans (25,26) which is so arranged that
encryption and decryption of all data received from
and transmtted to, the first electronic device (1) by
the portable electronic device (21) is perfornmed by the
portable electronic device itself; and also in that the
term nal device (11) includes neans (42) for supplying
power to the portable electronic device for activating
the second el ectronic device, the portable electronic
device (21) including neans (42a) for receiving the
power supplied fromthe term nal device (11);

and also in that the third nenory neans (232) of
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the portable electronic device (21) is a volatile
menory whose nmenory i s maintained by the power supplied
fromthe term nal device (11) but is cleared on
interruption of the power supply by renoval of the
portable el ectronic device fromthe termnal, so as to
elimnate the stored transaction key data on conpletion
of the conmunication.”

The appel | ant argued essentially as foll ows:

Nei t her E7 nor E8 taught the feature of claim1 that
"encryption and decryption of all data received from
and transmtted to, the first electronic device (1) by
the portable electronic device (21) is perfornmed by the
portable el ectronic device itself". Thus, the clained
subj ect-matter could not be rendered obvious by these
docunents. As to E9 and E9a, if the Board considered

t hese docunents sufficiently relevant to be introduced
into the proceedings, it should refer the case back to
t he opposition division so that the matter could be
exam ned at two |l evels of jurisdiction.

The respondent's subm ssions may be summari sed as
foll ows:

E7 and E8 were cited in response to an anended claim1l
filed by the appellant on 25 July 2002. E9 had been
cited in the European Search Report and, thus, was
already on file, while the earlier published famly
menber E9a was identified on its cover page. These
docunents were highly relevant for the subject-matter
of claim 1l because they disclosed one of its essenti al
features, ie that the encryption and decryption of data
were perfornmed by the portable el ectronic device rather
than by the term nal. Mreover, the reference to these
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docunents was a justified reaction to the new claim
filed at the oral proceedings.

Reasons for the Deci sion

1

2.2

2.3

2870.D

The appeal is adm ssible.

Adm ssibility of documents E7, E8, E9 and E9a

Docunents E7 and E8 were submtted on 6 August 2002, ie
about two weeks before the date of oral proceedings,
wher eas docunents E9 and E9a were referred to for the
first time in the oral proceedings. The appellant did
not formally object to the introduction of these
docunents into the appeal proceedings.

According to the established case | aw of the boards of
appeal, a decisive criterion for admtting late-filed
docunents is their prima facie relevance. |In appeal
proceedi ngs, because of their judicial nature,
|ate-filed docunents are admtted only very
exceptionally if they are very highly relevant (see

T 1002/92 (QJ 1995, 605)wp). Other factors in the case,
such as whether the patent proprietor objects to their
adm ssibility, and whether they are filed in response
to anendnents nmade to the patent, should al so be taken
into account (see Case Law of the Boards of Appeal,
Fourth Edition 2001, VII.C. 12(b) first paragraph,

page 495).

Docunents E7 and E8 were submtted shortly after the
filing of amended claim1 on 25 July 2002. This claim
contained the follow ng additional features which had
never been recited in the previous clains:
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"...characterised in that

(a) the exchange of encrypted data between the
first electronic device (1) and the termnal (11) is
preceded by the transm ssion of a transaction key from
the first electronic device (1) to the second
el ectroni c device (21),

and in that

(b) the encryption and decryption of all data
exchanged between the first electronic device (1) and
t he second el ectronic device (21) is perforned by the
second electronic device itself;..." [item sation
added]

Al t hough worded differently, features (a) and (b) are
al so substantially present in claiml filed in the oral
proceedi ngs before the Board.

A prima facie analysis of E7 and E8 reveal s that each
of these docunents discloses not only the features of
the preanble of claim1l, but also feature (a).

E7 and E8 can therefore be regarded to be nore rel evant
than the closest prior art docunment which had been
acknow edged before their subm ssion.

Hence, the Board is satisfied that the citation of E7
and E8 was a direct and justified reaction to the
appellant’s filing of an anmended claim and that these
docunents remain very highly relevant to the subject-
matter of claim1l currently on file. However, since the
rel evant part of E7 is adequately summarised in E8 (see
respondent’s letter of 6 August 2002), the Board
considers it expedient to admt only E8 into the

pr oceedi ngs.
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As to E9 and E9a, the amendnments nmade to claim 1 during
the oral proceedings concerned only a clarification of
t he cl ai mwordi ng which, per se, could not justify new
citations. However, it remains to be determ ned whet her
t he respondent’s reliance on these docunents coul d be
regarded as a justified (albeit belated) reaction to
the filing of anended claim1 on 25 July 2002.

Assum ng that E9 is of identical content as E9a, the
Board concludes froma prima faci e assessnent of E9

and E9a, in particular of the passages inlines 9 to 34
of page 1, lines 40 of page 2 and Figures 1, 3, 7

and 11, that E9 and E9a di sclose not only the
cryptographic features of the preanble but also

feature (b) of the claimfiled on 25 July 2002 (see
item 2.3 above). Since the sanme conbi nation of features
is essentially recited in the claimnow on file, E9a is
a prima facie very highly relevant prior art docunent.
Its submi ssion was in effect occasioned by a new

conbi nati on of features which was specified for the
first time inaclaimfiled only at a late stage in the
appeal proceedings.

Hence, the Board considers that E9a should be admtted
into the proceedings. E9, which can be used for

under standi ng the di sclosure of E9a and which is
presuned to be a correct translation of E9a, is also
adm tted.

Remttal to the first instance

The adm ssion of new docunents E8, E9 and E9a into the
appeal proceedings and, to a | esser extent, also the

filing of an anmended claim 1 containing features which
were not present in any set of clains exam ned by the
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opposi tion division, have the consequence that the
Board is now presented with a fresh case.

In such a situation and, in particular, if it appears
that the new citations m ght put the maintenance of the
patent at risk, it is the established case |aw of the
boards of appeal that the case should normally be
referred back to the first instance so that the new

evi dence may be considered at two | evels of
jurisdiction, (see for exanmple T 326/87 (QJ EPO 1992,
522) and T 611/90 (QJ EPO 1993, 50)).

Hence, under the present circunstances, the Board
considers that it should nake use of its discretion
under Article 111(1) EPC to remt the case to the first
instance for further prosecution in the |Iight of
docunents E8, E9 and E9a.

For these reasons it is decided that:

1

2870.D

The deci sion under appeal is set aside.

The case is remtted to the opposition division for
further prosecution on the basis of the follow ng

docunent s:

Clam 1 filed in the oral proceedings held on
22 August 2002;

Descri ption: pages 2, 3 and 13 filed in the oral

proceedi ngs, Pages 4 to 12 and 14 of the
pat ent specification as published;
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Fi gur es: 1 to 26 of the patent specification as
publ i shed.
The Regi strar: The Chai r man:
R Schumacher G Davies

2870.D



