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This is an appeal by the proprietor of European Patent
No. 0 328 232 against the decision of the Qpposition
Division to revoke the patent.

Respondent 1 had opposed the patent on the grounds
nmentioned in Article 100(a) EPC, Respondent 2 on the
grounds nentioned in Article 100(a),(c) EPC

According to the decision, anended claim 1l according to
the then main request contained matter which extended
beyond the content of the application as filed. This
matter had been present also in claim1l as granted.
Thus, the requirenents of Article 123(2) EPC were not
nmet, which was a ground for opposition under

Article 100(c) EPC. The sane objection was nade in
respect of the three auxiliary requests before the
Qpposi tion Division.

The patent proprietor (appellant) |odged an appea
agai nst this decision, arguing that the decision was
not justified and requesting that oral proceedi ngs be
held. A newclaim1l was filed.

In reply to the grounds of appeal, Respondent 1 noted
that the decision concerned only the adm ssibility of
the anmendnents. No comments were made on this issue.
Oral proceedings were requested as an auxiliary

nmeasur e.

Respondent 2 rai sed a nunber of objections against the
new claimi, in particular under Article 123(2) EPC.
Oral proceedi ngs were requested as an auxiliary
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neasure.

On 26 April 1999 the appellant filed a newclaim1l. It
read as follows (omtting the reference signs):

I n a comruni cation system having a plurality of

term nal devices coupled to a channel over which users
of said term nal devices nay exchange nessages, at

| east some of said users having a public key and an
associ ated private key, a nethod for nanagi ng authority
by digitally signing and digital signature certifying a
digital nessage to be transmtted to an i ndependent
reci pi ent conprising the steps of:

- generating at |east a portion of said digital
nessage;

- digitally signing at |east said portion of said
nmessage with a user's private key;

- associating with said nessage as part of the
digitally signed portion thereof, an authorizing
digital certificate for the associated public key
of the respective user, said authorizing digital
certificate having a plurality of digital fields
created by a certifier, said authorizing
certificate being created by the steps of:

- specifying, in at |east one of said digital
fields, the public key of the certifier who
digitally signs said authorizing digital
certificate and

- including in other of said digital fields an
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antecedent certificate of an antecedent certifier
for said certifier, said antecedent certificate
speci fying the public key of said antecedent
certifier who digitally signed his antecedent
certificate,

characterized in that

- in said at |least one of said digital fields, there
is included also a specification of the authority
which is vested in the certifier and which has
been del egated to the respective user;

- in said other of said digital fields there is
i ncluded al so a specification of the authority
whi ch has been granted to said certifier fromsaid
antecedent certifier; and

- on the side of an independent recipient of said
nmessage, an analysis of the information in said
plurality of digital files takes place for
determ ning that the authority exercised by the
respective user in signing the content of the
nmessage created by himwas properly exercised by
the user in accordance with the authority
del egated by the certifier and that the certifier
had been granted the authority to grant said
del egated authority.

VIII. In a subsequent letter the respondent clarified that
this claimshould formthe basis for further

di scussi on.

I X. In a communi cation of the Board, the opinion was
expressed that claim 1l had been unanbi guously |imted
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to nethods involving certification in ternms of digital
signature techniques. It therefore seened that the sole
reason for the revocation had been renoved and that the
case should be remtted to the Qpposition Division for
further prosecution on the basis of the current patent
docunents. The parties were asked to state whet her
under these circunstances they maintained their
requests for oral proceedings.

In reply to this comrunication all three parties

wi thdrew their requests for oral proceedi ngs provided
that the Board woul d decide in accordance with the

vi ews expressed in the communication.

Reasons for the Deci sion

0378.D

The invention concerns the encryption of nessages sent
el ectronically over a communi cation channel. It is
often required that a recipient of a nmessage shoul d be
able to confirmthat the sender is actually the person
naned in the text. To achieve this, "digital signature"
t echni ques have been devel oped (see eg page 3, lines 12
to 15 of the opposed patent). The present invention is
directed to a nethod for nmanagi ng authority by
digitally signing such a nessage.

Al t hough several objections based on different grounds
of opposition had been raised by the respondents, the
OQpposition Division decided only that claim 1l had been
anended in such a way that the patent contained

subj ect-matter extendi ng beyond the content of the
application as filed. The exam nation by the Board w ||
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be correspondingly |imted.

3. The Opposition Division held that in claiml1l as granted
the "general fornulation of the features of including
sufficient digital information in the authorizing
digital certificate for verifying by electronic
anal ysis the authority and the authority to grant a
del egated authority" had no support in the origina
application. Disclosed was according to the Qpposition
Division only certification in terns of digital
signature techniques. In referring to the certificate
as "containing sufficient digital information" for
anal ysis, claim1l had been generalised in a way which
contravened Article 123(2) EPC

4. In the present main claimthe expression "by including
sufficient digital information" has been del eted and
the followi ng feature added: "specifying... the public
key of the certifier who digitally signs said
authorizing digital certificate".

5. Due to these anendnents the Opposition Division's
objection that claim1l1l is directed to nore ways of
certification than using digital signature techniques
is, in the Board' s judgnent, no | onger applicable.
There is thus no need for the Board to deci de whet her
t he deci sion under appeal was justified or not.

6. Si nce the decision contained no further reasons for the

revocation, the case is remtted to the first instance
in order to continue the exan nati on.
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O der

For these reasons it is decided that:

1. The deci si on under appeal is set aside.

2. The case is remtted to the first instance for further

prosecuti on.

The Regi strar: The Chai r man:

M Ki ehl P. K J. van den Berg
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