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Summary of Facts and Submissions

IT.

IIT.

Iv.

The appeal is against the decision of the Examining
Division to refuse the Main Request of patent
application No. 11 725 701. The refusal was based on
the ground of lack of inventive step (Article 56 EPC)
over D1 in combination with the common general
knowledge. The decision was a decision according to the
state of the file and referred to the summons dated 1

February 2018.

Reference is made to the following documents:

D1 = US 2006/0191995 Al
D4 = WO 01/75744 Al
D5 = JP 2008/217626 A

Oral proceedings took place on 28 June 2022. With
letter of 8 June 2022, the Appellant informed the Board
that he would not attend the oral proceedings.

The Appellant (applicant) requests that a patent be
granted based on a Main Request or alternatively on one
of Auxiliary Requests 1 to 7, all filed with the
statement of grounds of appeal on 11 February 2019.

Claim 1 according to the Main Request reads (labelling
(A), (B), ... added by the Board):

(A) A method for providing universal access to a
service amongst a plurality of services comprising:

(B) storing a plurality of service accounts, each
corresponding to a customer and a service said customer

is subscribed to,
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(C) receiving a request from a customer for using a
service,

(D) determining a service account corresponding to said
customer and said service,

(E) consulting confidential service account content
corresponding to said service account, characterized in
that

(F) said service account is determined upon identifying
such customer and the requested service or its service
provider,

(G) wherein identifying such customer comprises hashing
any available identification instrument of a number of
identification instruments linked to said customer's
identification code,

(H) and in that said consulting comprising real-time
communicating with said service provider, said service
provider providing real-time access to said

confidential service account content.

Claim 1 of the Auxiliary Request 1:

Feature (H) in the Main Request is replaced by Feature
(H1) (highlighting [additions, dgetetiems] of amendments
with respect to the Main Request added by the Board):
(H1) and in that said consulting comprising querying

said confidential service account content via real-time

communicating with said service provider, said service
provider providing real-time access to saia its

confidential service account content.

Claim 1 of the Auxiliary Request 2:

Feature (F) in the Auxiliary Request 1 is replaced by
Feature (F2) (highlighting with respect to the Main
Request) :

(F2) determining said service account is determined
vpor—tadentifying—sueh based on the identity of the
customer and the reguested—service—or—its——service
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provider origin of said request,

Claim 1 of the Auxiliary Request 3:

Features (F) and (H) in the Main Request are replaced
by Features (F3) and (H3) (highlighting with respect to
the Main Request):

(F3) said service account is determined upon

identifying such customer and the reguested serviece—-or

Ea
[ =y

service—provider origin of the request

(H3) and in that said consulting eemprising Of

confidential service account content consists of

querying said confidential service account content via

real-time communicating with said service provider,
said service provider providing real-time access to

satd its confidential service account content.

Claim 1 of Auxiliary Request 4:

Features (B) and (H) in the Main Request are replaced
by Features (B4) and (H4) (highlighting with respect to
the Main Request) :

(B4) storing a plurality of service accounts in a

service account database, each service account

corresponding to a customer and a service said customer
is subscribed to,

(H4) and in that said confidential service account

content is not stored in said service account database

and that said consulting comprising querying said

confidential service account content via real-time

communicating with said service provider, said service
provider providing real-time access to said

its confidential service account content.

Claim 1 of Auxiliary Request 5:

Feature (F) in the Auxiliary Request 4 is replaced by
Feature (F5) (highlighting with respect to the Main
Request) :
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(F5) in that the determination means are adapted for

determining said service account is—determinedupon
S

identifying——suveh based on the identity of the customer

and the reguest
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origin of the request,

Claim 1 of Auxiliary Request 6:

Feature (H4) in the Auxiliary Request 4 is replaced by
Feature (H6) (highlighting with respect to the Main
Request) :

(H6) in that only information needed for identification

of the customer and the requested service or its

service provider is stored in the service account

database and that said confidential service account

content is not stored in said service account database,

and that said consulting comprising querying said

confidential service account content via real-time

communicating with said service provider, said service
provider providing real-time access to saitd

its confidential service account content.

Claim 1 of Auxiliary Request 7:
Feature (F) of Auxiliary Request 6 is replaced by
Feature (F2).

The Appellant argued essentially as follows in his

written submissions:

(a) D1 nowhere disclosed or taught to determine a
service account upon identifying the customer and
the requested service or service provider wherein
said identifying is done by hashing any available
identification instrument.

(b) D1 furthermore did neither disclose nor teach real-

time communication.

Reasons for the Decision
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The appeal is admissible.

The invention as claimed

Customers collect loyalty cards, bank cards, credit
cards, badges, and other identification instruments
associated with all kinds of services they are
subscribed to. It is difficult to maintain such large
number of cards and either to continuously carry them
all in a handbag or a wallet, either to make sure
having the correct valid card available upon using a
service or visiting a store or a bank. This may be
overcome by collecting account information on a central
server. This however implies that the service provider
has to share confidential service account content with
the universal access system. Another disadvantage is
that service account content has to be duplicated and
updated in the universal access system database from
the service provider's database, which means a waste of
memory space. (description, page 1, line 11, to page 2,

line 8, of the present patent application).

This should be overcome by the present invention by
saving account data on a server, which is secured by
encryption using "hashing" and which can be consulted

via real-time communication.

Main Request - Inventive Step

Closest prior art

D1 discloses a method similar to the present invention
but does not explicitly disclose "real-time

communication" and "hashing" as follows.
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Features (A) to (D): D1 discloses that client data and
account data ("STORED DATA" in Fig. 1 saved in "CENTRAL
DATABANK 20" in Fig. 2) is saved on a server (Fig. 2,
"CENTRAL DATABANK 20", separate database "VSDB 22"
comprising "FINANCIAL INFORMATION 28" and "PERSONAL
INFORMATION 30"). In D1 the user ("USER 10") can access
multiple services by means of a "UNIQUE ID NUMBER 12".

Features (E) and (H): There is no indication in D1 that
the communication in general is not a real-time
communication, in particular for the embodiment shown
in Fig. 3 and disclosed in paragraphs [0041] to [0047].
In all embodiments the information is sent directly to
the requester. D1 ([0056], last but one sentence ff)
e.g., discloses that the information is sent directly
to the third party. This is understood in the sense
that per default data is sent directly, i.e. by real-

time transmission.

In the present application "confidential service
account content”™ is part of the data saved in the
service provider's database (SPD1 to SPD3). In analogy
to this, the "FINANCIAL INSTITUTION 38" in D1 (cf. Fig.
3) also comprises "confidential service account

content". Furthermore, paragraph [0047] (financial
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account information 28) and Fig. 3 in combination with
paragraph [0022] (access to the financial account data
via financial institution 38) of D1 disclose that the
"confidential service account content" is saved on a
separate database (38) with respect to central database
20 and that at no time "confidential service account
content" from the financial institution 38 is forwarded
to an external party, i.e. "MERCHANT 36" (Fig. 3).
Central database 20 must query the "confidential
service account content", i.e., account data necessary
for the financial transaction, in financial institution

38 to accomplish the financial transaction.

In another approach the "PERSONAL INFORMATION 30" (cf.
Fig. 2) is considered to correspond to the
"confidential service account content". Personal data
30 is saved elsewhere (in VSDB 22) than in the central
database (20). D1 discloses in paragraphs [0056] and
[0057] querying for the confidential personal data ("Is

user 2 twenty-one years of age or older?").

Furthermore, Paragraphs [0045], [0046], [0052] and
[0056] to [0057] disclose that the third party 32/36
needs to be registered and must be identified and
authenticated prior to accessing and querying
confidential data 30/38. Therefore, the skilled person
understands that - for security reasons -
identification and authentication as well as the
further processing and querying takes place with real-

time communication.

Consequently, the aforementioned passages provide no
hint that any other type of communication than real-
time communication takes place for identifications,
consulting, querying and for providing access to

(confidential) service account content.
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Feature (G): For the identification method 14 the

communication is encrypted ([00477]).

D1 therefore discloses that a service account is
determined upon identifying the customer and the
requested service or service provider, wherein said
identifying is done by encrypting any available
identification instrument of a number of identification
instruments (14) linked to said customer’s
identification code, and that upon consulting the
confidential service account content (38/30), the
service provider provides direct (in "real-time")

access to the confidential service account content.

Disclosure of D1 in the wording of claim 1

D1 therefore discloses (labeling (&), (B), ...,
references with respect to D1 [cf. Figs. 1 to 3] and
highlighting [addition, deletioen] of differences with
respect to present claim 1 added by the Board):

(A) A method for providing universal access to a
service amongst a plurality of services comprising:

(B) storing a plurality of service accounts ("STORED
DATA 16"), each corresponding to a customer and a
service ("FINANCIAL INFORMATION 28" in Fig. 2) said
customer is subscribed to (in a service account
database "CENTRAL DATABANK 20" in Fig. 2),

(C) receiving a request from a customer ("USER 10" in
Figs. 2 and 3) for using a service,

(D) determining a service account corresponding to said
customer and said service ([0047]: Central Databank 20
determines "USER 10"'s Unique Identification Number,
Central Databank determines which of the available
accounts "USER 10" has selected),
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(E) consulting (by "MERCHANT 36" or "THIRD PARTY 32)
confidential service account content corresponding to
said service account (from "LINE 40B" to "FINANCIAL
INSTITUTION 38" in Fig. 3, querying cf. [0047];
querying confidential personal information 30: cf.
[0056] and Fig. 2; or alternatively from "THIRD PARTY
32" to VSDB database 22 containing detailed account
data 28 and "PERSONAL INFORMATION 30"),

(F) eharaeterized—3in wherein said service account is
determined upon identifying such customer
("IDENTIFICATION METHOD 14" in Fig. 1, [0039]-[00411])
and the requested service or its service provider,

(G) wherein identifying such customer comprises hashing
encrypting ([0047] and [0049]) any available

identification instrument of a number of identification
instruments (14) linked to said customer’s
identification code,

(H) and in that said consulting ([0047], [0056],

[0057]) comprising real-time communicating with said
service provider, said service provider providing real-
time access to said confidential service account

content (cf. sections 3.2.2 to 3.2.6 above).

Difference

D1 therefore does not disclose that the encryption
defined in feature (G) consists in hashing the

identification instrument.

The Appellant argued that in the invention only one
identification code in combination with the requested
service or its service provider was required for
determination of the service account, whereas in D1 an
"IDENTIFICATION METHOD 14" was applied.
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The Board however concludes that Features (A) to (D) do
not exclude that the unique identification number may
be accessed via an "IDENTIFICATION METHOD 14" (cf.
Figs. 1, 2) using a driver license number or social
security number, which is again one single

identification item ([0025], sixth sentence ff.).

The Appellant argued that in [0022] the system of D1
communicated with a financial institution, but did not
consult the confidential service account content of

that financial institution.

The Board however concludes that financial account data
can be considered as "confidential service account

content corresponding to said service account".

In T1362/19 (catchword) the Board held that if an
abstract feature is not defined in more concrete terms
either in the relevant claim or in the description it
has to be understood in a broad sense. This is
important when assessing the implicit disclosure of a

document of the state of the art.

The claim and the application do not provide any
technical details in relation to real-time
communication. In the absence of any specification how
the "real-time" communication takes place, this term
has to be construed in a broad manner and thus can be
read on the disclosure of D1, i.e., the encrypted
direct (and not in any way delayed) communication
disclosed in paragraphs [0047] and [0056] requiring
authentication. Consequently, Feature (H) is disclosed
by DI.

Effect / Problem
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The problem solved by the differentiating feature
("hashing") relates to choosing a suitable encryption
method.

Obviousness

In the context of secure data transfer, hashing is a
common option for encrypting confidential data. E.g.,
D4 teaches hashing in the context of a secured
identification procedure (claim 29, Feature B.); D5
also teaches hashing for authentication ([0005]: "In
addition ... it 1is possible to use a value other than
the actual user ID (for example, a hash value or a
value changed for each service providing server) for
the user ID to be authenticated ...").

It is therefore obvious to use hashing as the
encryption method mentioned in paragraphs [0047] and
[0049] in D1. Consequently, the subject-matter of claim
1 of the Main Request is obvious over the disclosure of
D1 in combination with the common general knowledge and

is not inventive within the meaning of Article 56 EPC.

Auxiliary Requests 1 to 7 - Article 12(4) RPBA 2007

Auxiliary Requests 1 to 7 have been introduced with the
statement of grounds of appeal. The Board does not
admit these requests under Article 12(4) RPBA 2007
because the requests should have been filed already
before the Examining Division, e.g., in response to the
summons to oral proceedings or during oral proceedings.
The Applicant however had decided not to attend the
oral proceedings, where such requests could have been
discussed with the Examining Division. The Board could

then have dealt with the reasoning of the Examining
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Division and would not have had to examine Auxiliary

Requests 1 to 7 for the first time.

The Board notes that the subject-matter of claim 1 of

4.2
Auxiliary Request 1 to 7 is further not allowable under
Article 123(2) and 56 EPC as discussed in the
communication preparing the oral proceedings.
5. Conclusions
Since the subject-matter of claim 1 according to the
Main Request does not involve an inventive step and
Auxiliary Requests 1 to 7 are not admitted into the
proceedings pursuant to Article 12 (4) RPBA 2007, the
appeal must fail.
Order
For these reasons it is decided that:
The appeal is dismissed.
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