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Summary of Facts and Submissions

I. The appeal lies against the decision of the examining
division to refuse European patent application no.
04749735.9. The decision issued on 18 November 2010
and, for its reasons, referred to the communication
dated 5 November 2010. This communication cited the

following documents:

D2: WO 02/29577 and
D3: Garcia-Molina et al., "Database Systems: The Com-
plete Book", pages 788-795, Prentice Hall, 2001,

and argued that the claimed invention lacked an inven-
tive step over D2 in view of common knowledge exempli-
fied by D3, Article 56 EPC 1973.

IT. A notice of appeal against this decision was received
on 12 January 2011, the appeal fee was paid on 17 Ja-
nuary 2011, and a statement of grounds of appeal was
filed on 18 March 2011. The appellant requested that
the decision be set aside and a patent be granted on
the basis of two sets of claims according to a main or
an auxiliary request filed with the grounds of appeal.
It asked that the adaptation of the specification over
the application documents on file be postponed until

after an allowable set of claims was agreed.

ITT. With a summons to oral proceedings, the board informed
the appellant about its preliminary opinion according
to which the claimed invention lacked an inventive
step, Article 56 EPC 1973, over D2 in view of common
knowledge in the art, as illustrated partly by D3.
Objections under Articles 123 (2) EPC and 84 EPC 1973

were also made.
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In response to the summons, with letter dated

20 May 2014, the appellant filed three sets of claims
according to a main request and first and second
auxiliary requests and corresponding description pages
3a and 3b for each request, and gave arguments in

favour of inventive step.

On 17 September 2014, the oral proceedings took place
as scheduled. During the oral proceedings, the
appellant filed new method claims as a second auxiliary
request 1-8 and made the previous "second auxiliary
request" the third one. It was stated that the system
claims lacking from amended second auxiliary request
might be filed in correspondence to the method claims
if and once the method claims were found allowable by
the board. When the board had doubts about original
disclosure of some of the new features, the appellant
declared itself willing to delete these features from
the pertinent auxiliary request. A so-amended further

request was however not formally filed.

The final application documents, pending adaptation of
the description and addition of the system claims of

the second auxiliary request, thus were the following:

claims, no.

1-17 main request, filed with letter of 20 May 2014,

1-15 first auxiliary request, filed with letter of
20 May 2014,

1-8 second auxiliary request, filed during oral
proceedings, and

1-13 third auxiliary request filed as "second auxiliary
request" with letter of 20 May 2014,

description pages

1, 2, 4, o6-14 as published,

5 received with letter of 2 November 2006,
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3 received with letter of 15 May 2008,

3a, 3b received, respectively, for the main, first and
third auxiliary requests with letter of
20 May 2014, and

drawings, sheets

1-4 as published.

Claim 1 of the main request reads as follows.

"A method of operating a server (104) for facilitating,
for a database client (102), transparent encryption and
decryption of data on a column-by-column basis within a
database (106) accessed by the server (104), the method
characterised by:

receiving (302), at a server (104) from client
(102), a command statement in a database language to
perform a database operation;

before executing the command statement, the server

(104) :

parsing (304) the command statement to create a
parse tree, the parse tree having elements comprising
operators and column attributes;

examining (306) the parse tree to determine (310)
if a column attribute references in the parse tree
refers to an encrypted column; and

if so

automatically transforming (312) elements of the
parse tree to include one or more cryptographic
operators from the group of a decrypt operator, an
encrypt operator, and a key retrieval operator, the
server (104) being configured to execute a database
operation in dependence of the parsed command statement
with transformed elements of the parse tree to
facilitate accessing the encrypted column while
performing (314) the database operation in a way

transparent to the client (102)."
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Claim 1 of the first auxiliary request is identical to
claim 1 of the main request except for the following

passage added to its end:

"... wherein examining the parse tree further comprises
the server (104):

determining if the command statement includes an
explicit command to change an encryption algorithm for
the column; and

if so

decrypting the column using a previous encryption
algorithm, and encrypting the column using a new

encryption algorithm."

Claim 1 of the second auxiliary request is based on
claim 1 of the first auxiliary request by seven inser-
tions and one omission which, in the following, are

marked by underlining and strikeout, respectively.

"A method of operating a server (104) for facilitating,
for a database client (102), transparent encryption and
decryption of data on a column-by-column basis within a
database (106) accessed by the server (104), the method
characterised by:

receiving (302), at a client interface of [sic]

server (104) from client (102), a command statement in
a database language to perform a database operation,

wherein the client is operable as a source of commands

that includes commands for performing reference

operations on the database and update operations on the

database, the update operation including an operation

to update the values within a column of the database by

multiplying the values within the column by a constant

value;
before executing the command statement, the server
(104) :
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sending the command statement to a command parser

and parsing (304), by the command parser, the command

statement to create a parse tree, the parse tree having
elements comprising operators and column attributes;
examining (306) the parse tree to determine (310)
if a column attribute references in the parse tree
refers to an encrypted column; and
if so

automatically transforming (312), by a command

transformer of server (104), elements of the parse tree

to include one or more cryptographic operators from the
group of a decrypt operator, an encrypt operator, and a

key retrieval operator; and sending the transformed

command to a database interface of the server that is+

the—server (104 )—Pbeing configured to execute a database

operation in dependence of the parsed command statement

with transformed elements of the parse tree to
facilitate accessing the encrypted column while
performing (314) the database operation in a way
transparent to the client (102).
wherein examining the parse tree further comprises the
server (104):

determining if the command statement includes an
explicit command to change an encryption algorithm for
the column; and

if so the database interface using the transformed

command to perform the operations of:

decrypting the column using a previous encryption
algorithm, and encrypting the column using a new

encryption algorithm."

Claim 1 of the third auxiliary request is identical to
claim 1 of the first auxiliary request except for the
following passage added to its end:

wherein if the database operation includes a

reference operation from the encrypted column, the
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method further comprises the server (104) transforming
(312) the database operation to decrypt data retrieved
from the encrypted column during the reference

operation."

The main request and the first and second requests
contain system claims which correspond closely to the

respective method claims.

At the end of the oral proceedings, the chairman

announced the decision of the board.

Reasons for the Decision

The invention

The application generally addresses the problem of fa-
cilitating the handling of database systems with
column-wise encrypted data (see original application,
p. 2, lines 8-10). In such databases systems individu-
al columns may or may not be encrypted and, if they
are, different encryption parameters (e.g. hashing and
encryption algorithms, encryption key) may be used for
different columns (see original application, e.g. pars.
0042-0045) .

Encryption and decryption are handled in a "transpa-
rent" manner with respect to "the application develo-
per" or "the user" (par. 0006), to "applications that
access" the database (par. 0041) or to "the client"
(par. 0027, present claim 1 of all requests). Trans-
parency is specifically disclosed to mean that a
command accessing a database column need not reflect
whether the column is encrypted or not and, even if so,

need not contain explicit encryption and decryption
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commands (see also par. 0005). When executing a
command, the database server will determine the need
for encryption and/or decryption and perform the ne-

cessary operations automatically.

1.2 The claimed invention according to all requests refers,
in particular, to a "command statement" which the ser-
ver receives from a client (fig. 1) and parses to cre-
ate a parse tree. The server examines the parse tree to
determine whether it refers to an encrypted database
column and, if so, automatically "transform[s] ... ele-
ments of the parse tree to include ... cryptographic
operators"; this transformation effectively determines
the database operation to be executed (see par. 0053
and fig. 2).

The prior art

2. The application discusses a prior art solution to the
problem of providing transparent access to a column-
wise encrypted database which is based on "views" and
"triggers" (par. 0006). This solution is based on the
idea of providing an unencrypted database "view" to
"hide the cryptographic functions" from the user and
the use of "triggers" so that an update to this view
causes the data in the base table to be encrypted im-

plicitly. Disadvantages of this solution are discussed.

3. D2 refers to the problem of dealing with sensitive in-
formation in a "[m]odern database system" (p. 1, line
16).

3.1 As a solution, it discloses a database system in which
encryption is handled "automatically and transparently
to a user" (p. 2, lines 20-21). Specifically, if it is

requested to store data in a database column which has
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been "designated ... as an encrypted column", "the sys-
tem" - i.e. the database server (p. 5, lines 7-9, fig.
1) - automatically encrypts the data", using the appro-

priate key retrieved from a keyfile in the database
system (p. 2, lines 21-26; p. 9, lines 7-18) and possi-
bly based on further encryption parameters such as en-
cryption mode, key length, and integrity type retrieved
from column "metadata" (p. 3, lines 25-31). If it is
requested to retrieve data from an encrypted database
column, "the system allows the ... user to decrypt the
encrypted data" using the appropriate key, provided the
user is authorized accordingly (p. 2, lines 27-31; p.
9, line 20 - p. 10, line 9). D2 refers to "requests"
which the database server "receives" from the clients

but does not disclose their specific form or formats.

The focus in D2 lies on the protection of sensitive
data against a malicious database administrator by
distributing administration tasks across three distinct
administrator "roles" (see p. 6, lines 1-3). Specifi-
cally, it is disclosed that a "security administra-

tor ... manages the encryption system through database
server" by, inter alia, "specifying which columns in
the database are encrypted" (see p. 5, lines 26-28 and
fig. 1) and "select[ing] the mode of encryption”" and
"establishing encryption parameters" (p. 3, lines 3-4
and 25-28). It is disclosed that the administrators are
not "authorized users" and thus "prevented from decryp-

ting and receiving encrypted data" (p. 10, lines 6-9).

D3 is an excerpt of a standard textbook on databases
relating to "query compilation”" (p. 788, sec. 16.1, 1st
sentence): It is disclosed that a "text written in a
language such as SQL" (sec. 16.1.1, 1st sentence), i.e.
a database command, is parsed into a parse tree and

then transformed into an "expression in relational al-
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gebra" (see par. below fig. 16.1). This expression, the
"initial logical query plan", is further transformed so
as to yield an "improve[d]" or "preferred logical query

plan" (loc. cit. and fig. 16.1).

D2 as a starting point for assessing inventive step.

5. The appellant argued that D2 was fundamentally diffe-
rent from the claimed invention. These differences
were, in fact, so significant that D2 should be consi-
dered as an accidental anticipation from a different
field than that of the invention. D2 thus was unsui-
table as a starting point for assessing inventive step
of the present invention and, if used nonetheless,

taught away from it.

5.1 Specifically, the appellant argued that D2 was "not a
command-based system", whereas it was central for the
invention to operate and transform database commands.
The system of D2, so the argument, was a "simple re-
quest based system in which a user [could] only store
and retrieve data from a database" (see letter of
20 May 2014, point 3.8). The requests of D2 were not
"commands" but only means to trigger one of two pre-
programmed processes. In support for this interpreta-
tion, the appellant referred, in particular, to figures
1, 6, and 7 of D2.

5.2 The appellant also argued that the "use of parsable
commands [was] only known in systems directed towards
providing user operating through a client with a high
level of functionality" (see letter of 20 May 2014,
point 3.9) whereas "[t]lhe purpose of D2 [was] to in-
crease the security of the user's data" which came "at
the expense of reduced functionality" (point 3.12). D2
thus directly taught the skilled person away from pro-
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viding increased functionality using parsable

commands.

The board does not share this interpretation of D2.

It is conceded that the main focus of D2 is on database
security. However, the security problem addressed in D2
is formulated in the context of unspecified " [m]odern
database systems". Also, it is not disclosed that the
proposed solution requires any changes in the database
architecture beyond, obviously, the distribution and
separation of privileges amongst the roles of the admi-
nistrators and users. Nor does D2, in the board's view,

imply that such changes were required.

D2 discusses database access only in generic terms by
talking about requests to "store" and "receive data".
In the board's understanding this does not, however,
limit the ways in which requests may be expressed: af-
ter all, storing and receiving data are the fundamental
operations on any database (i.e. writing or reading). A
more complex operation such as updating the values in a
column by multiplying them by a constant value can
easily be reduced to ("receiving") reading data from
the database, processing it, and writing it back to
("storing”™ it in) the database. The brevity of D2 re-
garding the form of the requests and the interface with
which they are issued are, in the board's understan-
ding, due to the fact that they are not relevant in D2
for the security issue at stake and for presenting the
proposed solution. While this brevity obviously leaves
undefined many features of the database system, the
board does not agree that it establishes a prejudice

against specific forms of requests or interfaces.
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Specifically, the board disagrees that D2 teaches away
from using the proposed security architecture in a
database system using SQL, i.e. an expressive "command-

based" system in the appellant's terms.

The appellant argues that other documents cited in the
European or the International phase should have been
used instead of D2 as a starting point for assessing
the inventive step. These documents corresponded to the
prior art based on "triggers" and "views" as discussed
in the application (and summarized above, point 2) and
on which the invention is meant to improve. These docu-
ments were neither specifically discussed during the
appeal procedure, nor does the board consider this to
be necessary: since the board deems D2 to be a suitable
starting point for assessing inventive step and is in a
position to come to a conclusion on inventive step in
view of D2, it may be left open whether there are
other, even possibly more suitable starting points for

this assessment.

Inventive step, Article 56 EPC 1973

8.

The independent claims refers to "commands" which are
"parsed". The skilled person would understand this to
imply that the commands are expressions in some sort of
database query language. D2 refers to "requests" to
store and to retrieve data but leaves open how these
requests are generated and in which form. Moreover, as
the appellant points out, D2 is silent as to "whether
or not the client has to explicitly specify the crypto-
graphic functions of the server on storing or retrie-
ving data from the database" (see grounds of appeal,

reasons 6.7).
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8.1 Claim 1 of the main request thus differs from D2 by the

following features:

a) Database requests are expressed as "commands"
which can be - and are - parsed, and
b) the parse trees (or rather: elements thereof) ob-

tained from a database command are "automatically
transform[ed] ... to include one or more crypto-
graphic operators" such as "a decrypt operator

[or] an encrypt operator".

8.2 The board agrees with the appellant that these features
can be seen to solve the problem of "how to facilitate
client interaction with a column-by-column encrypted

database" (see grounds of appeal, point 7.7).

Re. difference a)

9. The board considers that it was common practice well
before the present priority date to interact with data-
bases via "requests" in the form of "commands" in some
database query language such as SQL. It was further
commonly known that such commands had to be parsed (see
also the textbook excerpt D3 which establishes this).
During oral proceedings, the appellant confirmed that
such command-based database systems were conventional
at the time. As argued above, however, the board does
not share the appellant's opinion that D2 is incompa-
tible with such a command-based system. To the contra-
ry, the board considers it to be an entirely obvious

option for the database in D2 to be command-based.

Re. difference b)

10. The board notes that D3 also discloses that the parse

tree is checked and that, in that process, "each attri-
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bute" is "resolve[d]" by "attaching it to the relation
to which it refers" (see p. 794, point 2, lines 6-9).
In the board's view, this does not unambiguously dis-
close a "transformation" of the parse tree to include
that additional information. The transformations actu-
ally disclosed are from parse trees into expressions of
relational algebra and between such expressions (p.
795, 16.2). D3 thus does not disclose difference Db).

With regard to D2, the board is not convinced by the
appellant's argument that "from reading D2 the skilled
person would undoubtedly think that the cryptographic
functions should be explicitly included in the cli-

ent ... requests". Specifically, the passage cited by
the appellant referring to "a user ha[ving] designated
the column as an encrypted column" does not imply that
the client request has to "include a designation of en-
cryption" (see grounds of appeal, point 6.8). As argued
in the summons (point 11), the board tends to consider
that the skilled person would understand D2 to mean
that cryptographic functions are not part of the data-
base storage and retrieval requests issued by the

client.

However, arguendo, let it be assumed to the appellant's
benefit, that D2 taught or suggested that the crypto-
graphic functions were explicitly specified in the da-
tabase requests. In this case the user would have to
keep track of which database columns are encrypted and
how, and which are not. Moreover, the required commands
would be complex to write and difficult to read: See,
for instance, the command disclosed in the application
(p. 9, lines 10-13). In this situation the board con-
siders it to be an obvious desirable to simplify the
users' task by relieving them from having to specify

the cryptographic operators explicitly.
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An obvious and common solution to this type of problem
is to change the semantics of the commands in question
by leaving certain parameters implicit. In the present
case one would, for example, define a command reading
"store v in column c" to mean "if ¢ is an encrypted
column then encrypt v and store the result in ¢, other-
wise store v directly". The board considers that
modifying the semantics of commands in itself does not

solve any technical problem (see T 1539/09, headnote).

Beyond that, the board deems it to be common practice
in the art of programming languages to simplify
commands by leaving certain parameters implicit and
have the compiler add the missing information. For
illustration note that in C the required type conver-
sion from an integer (say, 1) to a floating point num-
ber (say, 2.5) in a mixed-type addition such as 1+2.5
is left implicit and generated "transparently" by the

compiler ("implicit type conversion").

If, as is the case according to D2, the cryptographic
parameters are known to the server - in a keyfile or
column metadata - it would have been obvious to the
skilled person that they can be retrieved automatically
if needed and thus that they need not be specified exp-

licitly in commands.

It remains to be considered whether it would have been
obvious for the skilled person to implement, in the
system of D2, the handling of commands which did not
specify the cryptographic operations but left it for

the server to add, in the manner claimed.

In a database command the column names are what is
called "identifiers" in programming language termino-

logy. The parser performing a syntactic analysis of the
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given command recognizes identifier names. However,
further information about an identifier often cannot be
determined during parsing: for instance the type of an
identifier may have been declared in a different comman
d. The same applies to the names of database columns:
different databases may have columns with the same name
(see also D3, p. 793 ff., sec. 16.1.3, esp. point 2,
lines 6-9), and whether a column is encrypted is part
of the database definition rather than the command. As
a consequence, identifiers are commonly processed after
parsing in a phase referred to as semantic analysis.
During this phase, the parse tree is commonly annotated
("attributed", "decorated") with the derived semantic
information. The board considers that this "automati-
cally transform[s] elements of the parse tree" as

claimed.

Whether or not a database column identifier refers to
an encrypted database column or not, and if so, what
cryptographic parameters are to be used, are, in the
board's view, obvious semantic "attributes" of column
identifiers which can, as the skilled person would have
noted, naturally be determined during the semantic

analysis just described.

The appellant argued that "although these techniques
may be generally known for the given example of an
arithmetic compiler, there is no teaching that would
lead the skilled person to implement such techniques in
the specific field of encryption" (see letter of 20 May
2014, point 3.11). The board points out, however, that
the example was expressly given as a mere illustration
for a technique which the board deems to belong to the
general knowledge in compiler technology. Parsing and
semantic analysis of commands is largely a matter of

command and language structure and is independent of
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whether the operations represented by the commands re-
late to arithmetic, database management or encryption.
During oral proceedings, the board stressed that it
considered the claimed technique of transforming a
parse tree to belong to the common knowledge in the art
of parsing and compiling, and the appellant did not
challenge the board on this point.

In summary, the board comes to the conclusion that the

subject matter of claim 1 of the main request lacks an

inventive step, Article 56 EPC 1973, over D2 in view of
common knowledge in the field of parsing and

compilation.

First auxiliary request

14.

14.

14.

The independent claims of the auxiliary request com-
prise the additional features that the server deter-
mines, based on the parse tree, whether the command
"includes an explicit command to change an encryption
algorithm for the column" and, if so, decrypts the
column using "a previous algorithm" and encrypts it

using the new encryption algorithm.

In the board's understanding these features primarily
express the requirement that a command to change the
encryption algorithm for a column is provided at all.
The last two lines of claim 1 (or, correspondingly, the
last four lines of claim 9) merely state that this
command is executed. That prior to execution this
command is "determined" by "examining the parse tree"

is considered to be common practice in the art.

The board considers it obvious that the security admi-
nistrator of D2, responsible for selecting mode and

parameters of encryption (p. 3, lines 3-4 and 25-29),
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may have to change the encryption algorithm for a co-
lumn for various reasons, for instance if the security

of an encryption algorithm has been compromised.

The appellant argued that D2 disclosed a strict sepa-
ration of tasks between users and the security admini-
strator and that the security administrator performed
its duties directly at the server and not through a
client. It would therefore not be obvious from D2 to
provide a command for changing the encryption algo-
rithm. Moreover, the appellant argued that the term
"client" in the present application was disclosed as
synonymous with "user" which would clearly exclude the
security administrator. Claim 1 thus had to be con-
strued as equipping the end user with the capability of
changing the encryption algorithm which was speci-
fically discouraged in D2 in which the management of
encryption was the exclusive task of the security admi-

nistrator.

The board disagrees. Firstly, it is noted that the term
"client" is explicitly disclosed in the application to
be a "node on a network" (par. 0024) and thus does not
denote the "user" but a terminal from which the user
accesses the system. Secondly, the system administrator
according to D2 is also a user: D2 discloses that the
security administrator may issue requests like a normal
user even though it will be found not to be authorized
for reading encrypted data (p. 10, lines 5-9). Thirdly,
D2 lacks any detail as to how - i.e. via which kind of
interface - the security administrator performs its

primary duties.

The board considers it as an obvious option to provide
commands also for the tasks of a security administrator

and sees nothing in D2 that would prohibit or just
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discourage this: the separation of powers according to
D2 could be implemented by simply not authorizing the
execution of the command for changing the encryption
algorithm when issued by an end user; a suitable autho-
rization mechanism is already available in D2 (loc.
cit. and p. 9, lines 25-26).

Furthermore, the board considers it obvious to enable
the security administrator to perform its tasks not
only directly at the server but also from a client
terminal, independent of whether the terminal is exclu-
sive to the security administrator or shared with end

users.

Thus the board comes to conclusion that the additional
feature of the first auxiliary request constitutes the
obvious implementation of an obvious new command.

Hence, the independent claims of the auxiliary request

also lack an inventive step, Article 56 EPC 1973.

auxiliary request

The appellant argued that the amendments were origi-
nally disclosed in the application on page 6, lines 5-7
and 24-25, page 7, line 28 - page 8 line 24 and in

figures 1 and 2.

The board is not convinced that these passages disclose
the last two of these amendments, namely the new

features

F) "sending the transformed command to a database in-
terface of the server" and

G) "the database interface using the transformed
command to perform the operations of" decryp-

ting ... and encrypting,
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nor is it aware of any other basis in the original

application.

These features are meant to clarify that the command
parser and transformer running on the server act as
"middle-ware" between two interfaces, a "command
interface" and a "database interface" so that the
database interface need not be changed in order to make
transparent to the user how encryption of database
content is handled. This architecture was depicted in

figure 2.

The board considers that the terms "database" and "da-
tabase interface" are, in themselves, rather broad
terms. The database could refer to the mere collection
of data or to the data collection in combination with
pertinent software for database access and/or adminis-
tration. Likewise, the database interface could merely
enable access to the raw data or also to further

support functionality.

The board notes that the application uses the term "da-
tabase interface" only in relation to figure 2 which
depicts it with reference number 210 (pars. 0028 and
0032). It does not however define the "database inter-
face" nor does it, in particular, disclose what the da-
tabase interface is arranged to do or how: All it says
is that "[d]atabase interface 102 includes mechanisms
for accessing database 106", which "accessing opera-
tions can include retrieving data from database 106 and
storing or updating data within database" (par. 0032).
Hence, the board considers that feature G, according to
which the database interface performs decryption and
encryption, is not disclosed in the application as

originally filed.
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Moreover, figure 2 contains an arrow pointing from the
command transformer 206 to the database interface 102
but the meaning of this arrow is nowhere specifically
discussed (see pars. 0028-0032). While it appears to
relate to some kind of data flow between the command
transformer and the database interface, it remains open
whether the entire "transformed command" is actually
transferred to the database interface, as feature F
requires, or only relevant parts of it. Therefore, also
feature F is not, in the board's judgment, disclosed in

the application as originally filed.

As a consequence, claim 1 of the second auxiliary re-
quest does not conform with Article 123 (2) EPC.

In passing, the board notes that the precise separation
of tasks between the server and the database interface
appears not to be disclosed in the application as filed
and for that reason the appellant's "middle-ware"
argument (see point 15.2) fails not only for present
claim 1 but appears not to have a basis in the entire

application as originally filed.

In response to this objection, the appellant requested
the board to consider, as a potential further request,
a claim corresponding to claim 1 of the second auxilia-

ry request without the additional features F and G.

The board is satisfied that a so-amended claim does not
go beyond the application as originally filed, Article
123 (2) EPC.

However, the remaining additions are insufficient to
change the board's assessment of claim 1 as to the
inventive step. The board considers it implicitly

disclosed in D2 that the client request is received at
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the server via a suitable interface, i.e. a "client in-
terface at" the server. That the request is received in
the form of a "command", which is "parsed" and then
"transformed" has already been discussed above with
regard to the main request and found not to be
inventive over D2. Finally, the specifically claimed
commands "for performing reference operations on the
database and update operations" are considered to be
common-place operations which the skilled person would
support in a conventional database as a matter of
course and which, as argued above, do not conflict with

the security architecture of D2.

Therefore, also claim 1 of the second auxiliary request
without feature F and G lacks an inventive step over
D2, Article 56 EPC 1973.

Third auxiliary request (filed as "second" on 20 May 2014)

17.

17.

Claim 1 of the third auxiliary request incorporates
into claim 1 of the first auxiliary request the

features of original claim 2.

The appellant argued that the new features established
that both kinds of commands could be executed on re-
quest from "the same source" (see letter of 20 May
2014, point 7.1) or indeed, as the appellant clarified
during oral proceedings, from the same person. This
aspect was relevant, so the argument, because D2 dis-
closed (loc. cit.) that the selection of encryption
algorithm and parameters was the exclusive right of the
security administrator who, however, was not allowed to
access encrypted database content, so that D2 speci-
fically taught away from both commands coming "from the

same source".
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The board considers it to be clear - also in view of
original claims 1 and 2 - that "the database operation”
mentioned by the added features refers to the trans-
formed database access command rather than the command

to change the encryption.

The board also notes that the wording of amended claim
1 does not imply there to be a single complex command
which contains subcommands for database access and for
changing the encryption, let alone that both these ope-
rations may actually be authorized and executed in re-
sponse to a single such complex command. In response to
the board's question during oral proceedings, the

appellant confirmed this interpretation.

The board thus considers that claim 1 only establishes
that the server is equipped to handle both kinds of
commands but does not exclude that they are issued from
different persons at possibly different clients at
different points in time. In this respect, the board
disagrees with the appellant and considers that the
amendment does not add anything substantial to claim 1

of the first auxiliary request.

As a consequence, claim 1 of the third auxiliary re-
quest also lacks an inventive step, Article 56 EPC
1973.

A central argument by the appellant was that the inven-
tion contradicted the security architecture of D2 be-
cause it allowed end users to access encrypted database
content and to perform security management functions.
This argument already failed in the present case be-

cause the claims, in the board's judgment, are consis-
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tent with the security architecture of D2, i.e. access
and security management functions being assigned to
different roles. Moreover, the appellant was unable to
propose, and the board equally did not see, any
potential amendment of the claims which would have a
basis in the application as filed and would not be
consistent with the security architecture of D2.
Therefore, it was not and did not have to be decided
what impact on the inventive step analysis the alleged

deviation from the security architecture of D2 might

have had.

Order

For these reasons it is decided that:

The appeal is dismissed.

The Registrar: The Chairman:
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