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Summary of Facts and Submissions

I. This 1s an appeal against the decision dispatched on
14 August 2006 by the examining division to refuse
European patent application No. 01 986 160.8 in the
form according to the main request submitted in the
oral proceedings on 15 November 2005. According to the
reasons for the appealed decision, claim 1 according to
the main request lacked inventive step, Article 56 EPC
1973, 1n view of the following document:

D1: EP 1 030 282 Al.

However the application according to the auxiliary
request submitted in the same oral proceedings met the

requirements of the EPC.

. A notice of appeal was received on 31 August 2006 in
which the appellant requested that the decision be set
aside and a patent granted on the basis of the main or
the auxiliary request submitted on 15 November 2005.
The appellant also made an auxiliary request for oral
proceedings. The appeal fee was paid on 7 September
2006.

1. With a statement of grounds of appeal received on
8 December 2006 the appellant submitted amended
description pages and claims to amend the main request
and requested that the decision be set aside and the
application remitted to the examining division for
allowance on the basis of the (amended) main request or
the auxiliary request. If the main request were to be
refused, then the appellant requested oral proceedings.

C5646.D



-2 - T 0286707

1v. In an annex to a summons to oral proceedings the board
inter alia raised a clarity objection, Article 84 EPC
1973, against claim 1 of both the main and the

auxiliary request.

V. In a submission received on 7 April 2011 the appellant
requested that the case be remitted back to the
examining division and that the board give an early
indication on this point before the oral proceedings.
The appellant also confirmed that the main request was

based on the following application documents:

Description:
pages 1, 2 and 5 to 11 as published

pages 3 and 4, received on 8 December 2006.

Claims:
1 to 17, received on 8 December 2006.

Figures:
1/4 to 4/4 as published.

VI. In a communication of the registry dated 12 April 2011
the board informed the appellant that the oral
proceedings would take place as announced.

VIL. Oral proceedings took place on 11 May 2011 at which the
appellant withdrew the auxiliary request and requested
that the decision under appeal be set aside and that
the case be remitted to the examining division for
further prosecution on the basis of the main request
filed 8 December 2006. At the end of the oral
proceedings the board announced its decision.

C5646.D
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Claim 1 according to the main request reads as follows:

"A method for facilitating the delegation of operations
involved iIn providing digital signhatures to a signature
server (140), the method comprising: receiving a
request for a digital signature from a user (105) at
the signature server, the request including an item to
be signed on behalf of the user by the signhature
server; authenticating the user at the signature
server; determining whether the authenticated user is
authorized to sign the item by communicating with an
authority server (143) that is separate from the
signature server; looking up a private key for the user
at the signature server; signing the item with the
private key for the user; and returning the signed i1tem
to the user so that the user can send the signed item

to a recipient.”

The claims according to the main request also comprise
a claim 9 to a computer program for performing the
method according to any preceding claim and an
independent apparatus claim 10.

Reasons for the decision

1.

C5646.D

The admissibility of the appeal

In view of the facts set out at points 1 to Il11 above,
the board finds that the appeal is admissible.
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The context of the invention

The i1nvention relates to a distributed computing system
comprising servers linked by networks and, iIn
particular, to the digital signature of a data item,
for instance an electronic form provided by an
application running on an application server outside
the user®s organisation, to initiate a commercial

transaction.

To ensure the non-repudiation of the transaction, the
form is provided with a digital signature using a
private key belonging to an authorized user. Instead of
authorization being the responsibility of the
application server outside the organisation, this task
is delegated to a signature server within the
organisation. The authorization policy of the
organisation iIs stored on a database which may be
stored on a separate authority server within the

organisation (see figure 1).

The authorization policy defines which members of the
organisation are authorized to sign using specific
signatures. For instance, the officers of a corporation
may be authorized to sign with a private key for the
corporation, whereas other employees of the corporation
may only be able to sign with their own private keys.
The authorization policy may also define a maximum
transaction value for a user. According to page 3,
lines 34 to 37, of the (amended) description, "In one
embodiment, determining whether the user i1s authorized
to sign the item prior to signing the item involves
looking up an authorization for the user based upon an

identifier for the user as well as an identifier for an
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application to which the user will send the signed
item." Since the authorization policy information is
stored within the organisation, the organisation can
react quickly to update user authorizations in the
light of personnel changes, such as employees leaving
the organisation or employees changing role within the
organisation, perhaps only temporarily.

According to the application (see figure 2), the user
receives a form concerning the commercial transaction
from an application running on an application server
outside the organisation. The user completes the form
and sends It to the signature server for signature. The
signature server Tirst authenticates the user, meaning
that the signature server determines, for instance by
prompting the user to enter a password, whether the
user 1s who the user claims to be. Then the signature
server consults the authorization policy to determine
whether the user is authorized to sign the form. If so,
then the form is signed with the appropriate private
key and returned to the user for sending to the
application.

Clarity of claim 1, Article 84 EPC 1973

In the annex to the summons to oral proceedings the
board stated that claim 1 seemed to be unclear iIn that
it set out an object to be achieved, namely determining
whether the authenticated user was authorized to sign
the 1tem, without setting out those features necessary
for achieving this object. In particular, 1t was
ambiguous whether claim 1 required that authorization
depend on the particular item to be signed or whether

it was to be understood more broadly as requiring that
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the authenticated user be authorized to sign i1tems
per se, for instance because they were the company CEO
(see page 2, lines 16 to 18, of the description).

The appellant has responded by disputing whether

claim 1 1s ambiguous and arguing that the board"s
argumentation merely demonstrates that the claim
wording is broad enough to cover various possible
implementations, the boards of appeal having repeatedly
emphasized that the clarity of a claim is not
diminished merely by its breadth. In other words, the
appellant has argued that the broader possible
interpretation of claim 1 is the only possible one,
this interpretation covering not only item-dependent

authorization but also item-independent authorization.

The appellant®s arguments have not persuaded the board
that the expression in claim 1 "determining whether the
authenticated user is authorized to sign the item”
cannot reasonably be interpreted in two ways: firstly,
that authorisation depends on the user and not on the
item (item-independent) and, secondly, that
authorisation depends both on the user and the item
(item-dependent). The description provides a basis for
both interpretations. The sentence bridging pages 7 and
8 refers to officers of a corporation signing for the
corporation, there being no restriction to specific
items (item-independent authorization). Page 3,

lines 34 to 37, refers to authorization depending upon
an 1dentifier for the user and an i1dentifier for the
application to which the user will send the signed item
(item-dependent authorization).
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Hence the board finds that claim 1 is ambiguous and
thus unclear, Article 84 EPC 1973. Consequently, as a
precondition for being successful In the examination
proceedings, the claim has to be amended accordingly.
The board has taken the broader interpretation of

claim 1, as argued by the appellant, in considering the
differences between the subject-matter of claim 1 and

the disclosure of D1 below.

The disclosure of document D1

D1 concerns the signing of a message with a private key
which 1s not kept by the user but by a signature server.
According to the first embodiment (see figures 1 and 2
and paragraphs [0061] to [0098]), the user sends an ID,
authentication dynamic signature data and a message to
be signed to the signature preparing server 10; see
paragraph [0062]. This recalls registered
authentication dynamic signature data and a private key
from control data base 12 containing information on
users and their private keys (see paragraph [0065]) and
uses dynamic signature verifying section 14 to check
the authentication dynamic signhature data provided by
the user. IT the user iIs authenticated then the message
and private key are sent to the encryption operation
section 18 for the message to be signed using the
private key; see paragraph [0074]. Transactions are
controlled by the dynamic signature encryption key
control system 16 which sends a copy of the signed
message to the user; see paragraph [0079].

It 1s common ground between the board and the appellant
that the comparison in D1 by the dynamic sighature

verifying section 14 of the authentication dynamic
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signature data provided by the user with that
registered in the control data base 12 (see figures 1
and 2 and paragraphs [0071] to [0073]) constitutes the
claimed "authentication”™ of the user, iIn the sense of
confirming that a user is who the user claims to be.

4.3 The question of whether D1 discloses determining
whether a user is authorized to sign an item has been
disputed. According to the appealed decision (see
reasons, point 1.2), the encryption of the user®s
message by encryption operation section 18 if the
dynamic signature verifying section 14 determines that
the request for a digital signature is legitimate (see
D1 paragraph [0074] and figure 1) satisfied the claimed
expression "authorization™. The appellant has disputed
this interpretation of D1, arguing that the decision
equates authorization with authentication and that
authorization, in the sense of checking whether the
user i1s permitted to perform a particular task, is not

known from D1.

4.4 The board agrees with the appellant that paragraph
[0074] of D1, referring to the dynamic signature key
control section 16 in figure 1, does not disclose
checking whether the user is permitted to perform a
particular task and therefore does not disclose

authorization.

4.5 However in the oral proceedings the board pointed out
that D1 disclosed the user sending an 1D,
authentication dynamic signature data and a message to
be signed to the signature preparing server 10; see
paragraph [0062]. 1t was implicit in D1 that the

signature preparing server 10 would check whether the

C5646.D
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user ID was valid, meaning that the signature preparing
server would check to see whether the user was
authorized to use the system, this authorization check
occurring before the user was authenticated by
comparing the stored authentication dynamic sighature
data with that entered by the user. The appellant has
not disputed this interpretation of D1, but has pointed
out that, according to claim 1, user authorization is

checked after the user has been authenticated.

Hence, iIn terms of claim 1 of the main request, D1
discloses a method for facilitating the delegation of
operations involved in providing digital signatures to
a signature server, the method comprising: receiving a
request for a digital signature from a user at the
signature server, the request including an item to be
signed on behalf of the user by the signature server;
authenticating the user at the signature server;
[before authenticating the user] determining whether
the user is authorized to sign the i1tem; looking up a
private key for the user at the signature server;
signing the i1tem with the private key for the user and
returning the signed item to the user so that the user
can send the signed i1tem to a recipient.

It is thus common ground between the board and the
appellant that the subject-matter of claim 1
(interpreted broadly; see point 3.4 above) differs from
the disclosure of D1 in that:

i the step of determining whether the user is
authorized to sign the item occurs after the user
has been authenticated at the server, the
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authorization check occurring before
authentication in D1, and

it 1s determined whether the authenticated user is

authorized to sign the 1tem by communicating with
an authority server that is separate from the

signature server.

Regarding the requirements of Article 56 EPC 1973, the
reasons for the appealed decision are not valid with
respect to these differences. Thus the appeal is

allowed.

Remittal, Article 111(1) EPC 1973

Following the examination as to the allowability of the
appeal, the board shall decide on the appeal. The board
of appeal may either exercise any power within the
competence of the department which was responsible for
the decision appealed or remit the case for further

prosecution.

The board®"s iInterpretation of D1, in particular
concerning the question of the authorization of the
user to sign the item, differs significantly from that
upon which the appealed decision was based. Indeed the
changed factual situation may require further documents
to be taken into account in any re-assessment of
patentability. Therefore the board exercises its
discretion and remits the case to the first instance

for further prosecution.
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Order

For these reasons 1t i1s decided that:

The decision under appeal i1s set aside.

The case i1s remitted to the examining division for further

prosecution.
The Registrar: The Chairman:
K. Gotz D. H. Rees
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