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Summary of Facts and Subm ssions

This is an appeal against the refusal of

application 02 796 949 for |ack of an inventive step,
Article 56 EPC, (main and second to fourth auxiliary
request) and for added subject-nmatter, Article 123(2)
EPC, (first auxiliary request).

The appel |l ant requested at the oral proceedi ngs before
the board that the decision under appeal be set aside
and that a patent be granted in the follow ng version:

d ai ns: 1to 15 filed during the ora
proceedi ngs under the title of Auxiliary
request 2A',

Descri ption: Pages 4, 6, 7, 15, 17, 18, 20, 23 and 27

as filed during the oral proceedings;
page 8 as filed with letter dated

21 Decenber 2005;

pages 1-3, 5, 14, 16, 19, 21, 22, 24-26,
28-31 as originally filed (pages 9-13
del et ed),

Dr awi ngs: Figures 1 to 3 as originally filed.

| ndependent clainms 1 and 11 read as foll ows:

"1. A secure offline interactive ganbling system (10)
configured to provide an offline interactive ganbling
application in which a user interactively provides a
sequence of user selections in response to ganbling

i nput, the system conprising:

a subscriber unit (30); and
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a secure processor (140) operatively associated with

t he subscriber unit (30) and conpri sing:

a random ganbl i ng i nput generator (230) operative to
random y or pseudo-randoniy generate ganbling input to
the offline interactive ganbling application during
execution of the offline interactive ganbling
appl i cation;

characterised in that:

the subscriber unit (30) is operative to:

I nsecurely store an offline interactive ganbling
application including all rules governing execution of
the offline interactive ganbling application; and
through interaction with a user, to execute the offline
I nteractive ganbling application including determning
at |l east one result of the offline interactive ganbling
application based on the ganbling input generated by
the random ganbl i ng i nput generator (230) and at | east
sonme user selections nade in response to the ganbling
i nput during execution of the offline interactive
ganbl i ng appl i cation;

the secure processor (140) further conprises a secure
menory (200) operatively associated with the random
ganbl i ng i nput generator (230) and operative to
securely store information related to the execution of
the offline interactive ganbling application, said

i nformati on conprising information fromwhich the at

| east one result of the offline interactive ganbling
application can be derived, wherein said information
related to the execution of the offline interactive
ganbl ing application conprises: a |og of the ganbling
i nput generated by the random ganbling i nput generator
during execution of the offline interactive ganbling
application; and a |l og of the at | east sone user

sel ections made in response to said ganbling input
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during execution of the offline interactive ganbling
appl i cation; and by

a comuni cation interface (70) operatively associ ated
with the subscriber unit (30) and the secure processor
(140) and operative to securely transmt said
information related to the execution of the offline

I nteractive ganbling application; and in that:

the system further conprises a central ganbling
facility for verifying said at |east one result of the
offline interactive ganbling application, wherein the
central ganbling facility is in operative conmmuni cation
with the subscriber unit (30), the central ganbling
facility conprising:

a central ganbling facility comrunication interface
(100) operative to receive fromthe secure processor
(140) associated with the subscriber unit (30) of the
ganbl ing system (10) said information; and

a processing unit (110) operatively associated with the
central ganbling facility comunication interface (100)
and operative to check said information and to derive
fromsaid information at | east one result of the
offline interactive ganbling application by performng
at | east one of the following with said ganbling input
and sai d user selections:

a repeated execution of a portion of the offline

i nteractive ganbling application; a repeated execution
of the entire offline interactive ganbling application;
and execution of a corresponding verification
application that provides results substantially
identical to results obtained by execution of the
offline interactive ganbling application.”
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"11. A secure offline interactive ganbling nethod for
providing an offline interactive ganbling application
in which a user interactively provides a sequence of
user selections in response to ganbling input, the

met hod conpri sing:

i nsecurely storing an offline interactive ganbling
application including all rules governing execution of
the offline interactive ganbling application;
executing the offline interactive ganbling application
through interaction with a user;

random y or pseudo-randoniy generating ganbling input
to the offline interactive ganbling application during
execution of the offline interactive ganbling
appl i cation;

determining at | east one result of the offline

I nteractive ganbling application based on the ganbling
I nput and at | east sone user selections made in
response to the ganbling input during execution of the
offline interactive ganbling application;

securely storing information related to the execution
of the offline interactive ganbling application, said
i nformati on conprising information fromwhich the at

| east one result of the offline interactive ganbling
application can be derived, wherein said securely
storing said informati on conpri ses securely storing: a
|l og of the at | east sone user selections made in
response to said ganbling input during execution of the
offline interactive ganbling application; and a | og of
the ganbling i nput generated during execution of the
offline interactive ganbling application; and

securely transmtting said information related to the
execution of the offline interactive ganbling
application to a central ganbling facility in operative
comuni cation with the subscriber unit (30); and
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at a processing unit (110) operatively associated with
the central ganmbling facility checking said information
and verifying said at |east one result of the offline

i nteractive ganbling application at the central
ganbling facility by perform ng at |east one of the
followng wth said ganbling i nput and user sel ections
made in response to said ganbling input:

a repeated execution of a portion of the offline

I nteractive ganbling application; a repeated execution
of the entire offline interactive ganbling application;
and execution of a corresponding verification
application that provides results substantially
identical to results obtained by execution of the
offline interactive ganbling application".

Reasons for the Decision

1

The appeal is adm ssible.

Amendnent s

Caim1l is based on clainms 37, 38, 40, 42 and 48 to 50
as originally filed, as well as on the description as
originally filed (page 23, lines 17 to 21 ("sequence of
user selections in response to ganbling input") and
page 26, lines 3 to 5 ("when the [..] application
determines that the game is over, it inforns the user

[...] the result of the ganme")).

Anal ogously, independent claim1l is based on clains 52,
53, 55, 57 and 61 to 63 as originally filed, as well as
on the description as originally filed as indicated

above.
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The dependent clainms 2 to 10 and 12 to 15 correspond to
originally filed clains 39, 43 to 47, 20 to 22 and 54,
58 to 60, respectively.

The amendnents thus conply with Article 123(2) EPC

Novel ty

Docunent D1 (WD 99 39 312 A

Docunent D1 di scl oses a system and nethod for playing a
| ott o gane.

As disclosed in D1, "In a lotto gane, players are given
the opportunity to choose one or nore player nunbers.
When the wi nning nunber or nunbers is determ ned,

pl ayers receive a prize based on a conpari son between
the wi nni ng nunber or nunbers and the player nunber of
nunbers previously chosen by the player. It is
understood to be a fundanental rule of |otto ganes and
simlar ganes that the player nunber or nunbers nust be
pi cked by the player before the w nning nunber or
nunbers i s announced” (page 1, lines 16 to 22).
According to D1 "There is significant potential for
fraud in lotto ganes and simlar ganes. For exanple, if
a player could succeed in picking the player nunber
after the wi nning nunber had al ready been announced,
the player could fraudulently obtain a prize" (page 1,
lines 23 to 26).

Docunent D1 prevents this type of fraud in that the
pl ayer nunber is transfornmed by a transfornation

function, such as a one-way function or hash function,
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into a transformed nunber. The transfornmed nunber is
ultimately conpared with a wi nning nunber to determ ne
a wnner. Preferably, the transformation function is
chosen so that it will be very difficult to invert;

that is, given only the transformation function and the
transformed nunber, it will be difficult to find the

pl ayer nunber. Furthernore, in the case of a
significantly large prize, a player is required to
present the player nunber, the transformation function,
and the transfornmed nunber in order to collect the
prize. Thus, since a fraudulent player will not be able
to conmpute the player nunber, he will not be able to
fraudulently claimto have won (page 5, lines 9 to 19).

The system generally conprises a display (such as a

tel evision set), an input device (such as a tel evision
renote control), a communications interface (such as an
i ntegrated receiver-decoder typically used for

subscri ber television) and a security device (such as a
smart card interacting with the integrated receiver-

decoder) (figures 2A, 2b and correspondi ng description).

A player nunber is provided to the system and
transforned in the smart card (security device) by a
one-way function such as a hash function (page 14,
line 30 to page 15, |line 25). The player nunber, the
hash function and the transformed player nunber are

typically all stored on the card.

A w nni ng nunber, chosen by any appropriate neans such
as random generation, is received, typically via a

broadcast transm ssion. The w nning nunber is conpared
to the transforned player nunber. If the w nning nunber
mat ches the transformed player nunber or, according to
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the rul es of whatever gane is being played, partially
mat ches the transforned player nunber, the player w ns
(page 16, lines 23 to 28).

In the case of large prizes, the player's winis
verified at a game control site. Verification conprises
verifying that the transformation function which the

pl ayer has is the transformati on function which the

pl ayer is authorized to have; verifying that the player
nunber, when input to the transformation function,
yields the transfornmed player nunber; and verifying,
typically by physical evidence, that the card has not
been tanpered wth (page 17, lines 11 to 17).

Regardi ng the player nunber, according to D1, the
player is allowed to choose his own player nunber.
Alternatively, any of a wide variety of nmethods may be
used for choosing a player nunber. For exanple, any of
the foll owi ng methods may be used: a player nunber may
be randomy generated by any appropriate conponent of
the systemof Figs. 2A and 2B; a player's favourite
nunber may be stored and automatically provided by any
appropriate conponent of the systemof Figs. 2A and 2B;
and a list of player nunbers, including favourite
nunbers, nunbers previously played, or other nunbers
may be stored and either one nunber may be
automatically provided by any appropriate conponent of
the systemof Figs. 2A and 2B or a |list of nunbers may
be provided to the player for making a choice.
Furthernore, according to D1 it is appreciated that a
pl ayer may play nore than one nunber, typically at an
i ncreased cost (page 14, lines 16 to 29).
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.1.2 Having regard to independent clainms 1 and 11, however,
docunment D1 does not disclose providing an interactive
ganbl i ng application in which a user interactively
provi des a sequence of user selections in response to
ganbl i ng i nput generated by a random ganbling i nput
generator. Moreover, there is no disclosure in D1 of
storing information conprising a |log of the ganbling

I nput generated by the random ganbling i nput generator
during execution of the offline interactive ganbling
application and a log of the at |east sone user

sel ections made in response to said ganbling input
during execution of the offline interactive ganbling
appl i cation.

In docunent D1, in case the player nunber is randomy
generated, there is no disclosure, and indeed there
woul d be no reason in the context of the |lotto ganme of
D1, for the user interactively providing a sequence of
user selections in response to randomy generated
ganbl i ng i nput and for securely storing a | og of at

| east sone of these user sel ections.

.1.3 Having regard specifically to claim1, docunent D1

di scl oses a system conprising a subscriber unit
(integrated recei ver-decoder), a secure processor
(smart card) and a random ganbling i nput generator (for

random y generating a player nunber).

However, not disclosed in docunent Dl is that the
secure processor (smart card) conprises the random
ganbl ing i nput generator as per claim1l. For the

pur poses of the lotto gane of D1 there woul d i ndeed be
no need for the generator of the player nunber to be

sSecure.
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Moreover, D1 does not disclose that the subscriber unit
is operative to insecurely store an offline interactive
ganbl i ng application including all rules governing
execution of the offline interactive ganbling
appl i cation.

Furthernore, the central ganbling facility (gane
control site) of DL is in operative conmunication with
the secure processor (smart card) during verification
and not with the subscriber unit (integrated receiver-
decoder) as defined in claim1.

Accordingly, the subject-matter of both clains 1 and 11
is new over docunent D1 (Articles 54(1) and (2) EPC
1973).

Document D3 (US 6 234 898 B)

Docunent D3, cited in the application as originally
filed (page 1, lines 15 to 18), discloses a system and
nmet hod providing an offline interactive ganbling
application in which a user interactively provides a
sequence of user selections in response to ganbling

i nput generated by a random ganbling i nput generator.

An exanpl e of such a ganbling application is a poker
game (D3, colum 3, line 41 to colum 4, line 34), like
in the application (original description page 5,

lines 8 to 13). A "deck of cards" is created by the
software with the aid of a random nunber generator. The
user can now deci de which "cards" in the hand to retain
or discard in order to attenpt to inprove the displayed
hand (colum 3, line 66 to colum 4, line 8).
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The system of D3 conprises a secure processing and
menory apparatus in the formof a smart card, together
wi th non-secure i nput and di spl ay neans connectable to
the smart card. The nenory of the smart card stores
software controlling the operation of the gane and al so
data relating to gains or |osses of the player. |nput
signal s generated by the player are processed within
the secure processor and all operations which can

i nfl uence the outcone of the gane are carried out

wi thin the secure processor so that the systemis not
susceptible to tanpering, even when used in a non-
secure environnent (abstract; colum 3, lines 26 to 40).

According to D3, "although there is conmunication

bet ween the secure processor of the smart card and
external input and display neans, this comrunication
concerns only output signals fromthe secure processor
whi ch generates a display, and perm ssible control
signals generated by the keypad or other input neans
which is operated by the user of the system There is
no bus or other comunications |ink which is accessible
to a woul d-be hacker or crimnal which could be
accessed to tanper or interfere with the operation of

the system (colum 5, lines 43 to 53).

Thus, in docunent D3, there is no central ganbling
facility, no transmtting of information to such a

facility and no verification of the result.

Accordingly, the subject-matter of both clains 1 and 11
Is al so new over docunent D3 (Articles 54(1) and (2)
EPC 1973).
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Document D2 (US 5 850 447 A)

Docunent D2 relates to a secure systemfor renote
participation in interactive ganes where televiewers
are asked, during a broadcast, to give answers to
questions broadcast froma station. If the right answer
IS given a winning may be assigned (colum 1, lines 8
to 15 and 60 to 61).

Duri ng such ganes, a nmaxi num answering tine has to be
set in order to prevent the tel eviewer frommeking his
answer after the solution to the ganme has been given
fromthe station or after he has | ooked up the answer

i n an encycl opedi a or any other reference data base
(colum 1, lines 16 to 21).

To this end D2 provides a secured system of renote
participation in interactive ganes with verification of
the chronol ogy of events which relies on the counting,
by a secured m croprocessor (for exanple a mcrocircuit
card), of consecutive periods of tinme of which the
first one is initialized by a cryptographically secured
nessage sent by the transmitter and the last one is
ended by a connection of the ganmes machine to the
central conputer of the transmitter for the forwarding
thereto of the answer (colum 1, lines 8 to 10 and

colum 3, lines 33 to 45).

Havi ng regard to i ndependent clains 1 and 11, docunent
D2 is not concerned with an interactive ganbling
application in which a user interactively provides a
sequence of user selections in response to ganbling

I nput generated by a random ganbling input generator.
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Accordingly, the subject-matter of both clainms 1 and 11
is new over docunent D2 as well (Articles 54(1) and (2)
EPC 1973).

I nventive step

The cl osest prior art is considered to be docunent D3
whi ch, as di scussed above (point 3.2), discloses a
secure offline ganbling system and nethod providing an
I nteractive ganbling application in which a user

i nteractively provides a sequence of user selections in
response to ganbling i nput generated by a random

ganbl ing i nput generator, and thus relates to the sane
type of ganbling gane application as the patent
application under consideration.

Docunent D3, however, relies on the security of the
system bei ng achi eved by carrying out all operations
whi ch can influence the outconme of the gane within the
secure processor of the smart card so that the system
i's not susceptible to tanpering, even when used in a
non- secure environnent. There is no central ganbling
facility, no transmtting of information to such a
facility and no verification of the result of the

ganbl i ng application at such a central facility.

Having regard to clains 1 and 11, by verifying the
result of the ganbling application at the central
ganbling facility, the ganbling application can be
stored insecurely, thus allow ng dispensing wth nore
expensi ve secure nenory for storing the application
(description page 17, lines 1 to 14) and, as argued by
t he appell ant applicant, nmeking it easier and
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i nexpensive to distribute and update the ganbling

appl i cation.

None of the cited prior art docunments address this

probl em or suggest the solution as clained.

The ganbling application as clained relies on randomy
generated ganbling input fromthe user application (eg
the "cards" provided in a poker gane etc.). This input,
however, shoul d be tanper resistant, as any
mani pul ation to this input could fraudulently affect
the outcone of the gane. In contrast, the lotto gane of
docunment D1 relies on the w nning nunber being drawn
centrally in a secure manner and thus places |ess
stringent security requirenents on the user application.
As a consequence, D1 relies on the ganbling application
at the user to be sufficiently secure, at |least for the
smal l er prizes. Accordingly, docunent D1 does not

suggest the clained sol ution.

Conversely, if either one of docunments D1 or D2 were to
be taken as the closest prior art, like in the decision
under appeal, the basic difference between the subject-
matter of clains 1 and 11 over D1 or D2 would be the
provi sion of an interactive ganbling application in

whi ch a user interactively provides a sequence of user
sel ections in response to ganbling input generated by a
random ganbl i ng i nput generator and the storing of

i nformati on conprising a |og of the ganbling input
generated by the random ganbling input generator during
execution of the offline interactive ganbling
application and a log of the at |east sone user

sel ections made in response to said ganbling input
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during execution of the offline interactive ganbling

appl i cation.

As di scussed above, these features are essentially
occasioned by the different type of ganbling gane being
provi ded and the ensuing different security issues.

It is true, that since rules for playing ganes are part
of the subject-matter excluded under Article 52(2) EPC
and thus considered "non-technical", they cannot
support the presence of inventive step (see decisions
T 641/00 (QJ EPO 2003, 352) and T 1543/06). In the
context of the problemsol ution approach used for
assessing inventive step this inplies that they appear
in the objective problemto-be-solved as a constraint
to be net.

The above cl ainmed differences however do not relate to
the rules of the gane per se, which anyway are wel | -
known (eg a poker gane), but relate to the technical

i npl enentation of the rules of the gane.

There is noting in D1 or D2 which would suggest the
claimed i npl ementation. The only available prior art

i npl enentation of an interactive gane requiring a
sequence of user selections in response to ganbling

i nput generated by a random ganbling i nput generator is
provided in D3, which however relies on a self-
cont ai ned secure application at the user and thus

differs fundanentally fromthe claimed sol ution.

Accordingly, the subject-matter of both i ndependent
claim1 and 11, having regard to the cited prior art,
I's not obvious to a person skilled in the art and,
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therefore, involves an inventive step in the sense of
Article 56 EPC 1973.

The remai ning clains are dependent on either claiml
or 11 and consequently their subject-matter involves an
I nventive step as wel|.
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it 1s decided that:

1. The deci si on under appeal is set aside.

2. The case is remtted to the departnent of first

instance with the order to grant a patent in the

foll ow ng version
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