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Summary of Facts and Submissions

V.

C0712.D

This appeal is against the decision of the examining
division to refuse the European patent application on
the grounds that the subject-matter of independent
claims 1, 23, 27 and 28 of the main request did not
involve an inventive step (Article 56 EPC 1973), the
same claims of the first auxiliary request did not
disclose the invention sufficiently for it to be
carried out (Article 83 EPC 1973) and claims 1 and 2 of
the second auxiliary request did not involve an
inventive step (Article 56 EPC 1973). The following

documents were mentioned inter alia In the decision:

D1: US-A-6 161 130
D2: WO-A-99/10 817
D3: US-A-6 112 227

In the statement setting out the grounds of appeal the
appellant requested that the decision under appeal be
set aside and that a patent be granted on the basis of
the main or first or second auxiliary request on file.
The appellant also made an auxiliary request for oral

proceedings.

In the communication accompanying the summons to oral
proceedings, the Board summarised the issues to be
discussed.

At the oral proceedings before the Board, the appellant
requested that the decision under appeal be set aside
and that a patent be granted on the basis of the main
request filed during the oral proceedings before the
Board, or on auxiliary request 1 or 2 on which the
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decision of the examining division was based. At the
end of the oral proceedings, the Chairman announced the

decision.

Claim 1 of the mailn request reads as follows:

"A computer system facilitating detection of
unsolicited e-mail comprising:

an e-mail component that receives or stores messages
and computes associated probabilities that the e-mail
messages are spam; and,

a challenge component that sends a challenge to an
originator of an e-mail message having an associated

probability greater than a first threshold."

Claim 1 of the first auxiliary request essentially adds
to the end of claim 1 of the main request that the
"originator®s computer automatically responds to the

challenge™.

Claim 1 of the second auxiliary request reads as
follows:

"A method for detecting unsolicited e-mail, said method
comprising the steps of:

receiving an e-mail message (804);

detecting (811) if the sender of the e-mail message is
listed In a legitimate e-mail sender store and, if the
sender of the e-mail is In the legitimate e-mail sender
store, identifying the e-mail as not being a spam e-
mail;

in case that the sender of the e-mail message 1s not in
the legitimate e-mail sender store, determining (820)

whether the sender of the e-mail message is in a spam
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sender store and 1If so, i1dentifying (816) the e-mail
message as spam;

in case that the sender of the e-mail message 1s not in
the spam sender store, determining (808,828) the
probability that the e-mail message i1s spam;

comparing (828) the calculated probability with a first
threshold and identifying the e-mail message as not
being spam in case that the probability is smaller than
that first threshold;

in case that the calculated probability is greater than
the first threshold but smaller than a second threshold,
sending (832) a challenge to the sender of the e-mail
message and identifying the e-mail message as spam in
case the calculated probability is greater than said
second threshold value;

in case that a challenge has been sent to the sender,
waiting (836) for a response from the sender to the
challenge and when said response is received,
determining whether the challenge has been correctly
answered;

in case that the challenge has been correctly answered
identifying the e-mail message as not being spam and
adding (844) the sender to the legitimate e-mail sender
store and in case the response has not been correctly
answered, i1dentifying (824) the e-mail message as spam
and adding (848) the sender to the spam sender store.™

The appellant argued essentially as follows:

DI did not suggest that the approach taken there had
any deficiencies and in particular that the threshold
suggested by DI could no longer be used as a reference
to distinguish between solicited e-mails and
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unsolicited e-mails but as a trigger to send a
challenge to the originator of the respective e-mail.

D2 suggested that when an e-mail message was received
from a sender who was not known by the system, a
challenge was sent back to the sender to which he had
to give a response. The response was checked and if it
was valid, the message was accepted. The approach taken
by D2 did not lead in the direction of the present
invention because In D2 the challenge was sent to any
originators of e-mails that were not already known to
the receiving system. It appeared that the examining
division had the same understanding of DI and D2 as the
appellant, but had constructed a combination of the two

teachings based on hindsight.

The checks made in D2 before sending the challenge were
hard yes/no decisions that were not equivalent to the

soft probability checks of the invention.

Concerning the objection under Article 83 EPC to the
first auxiliary request, the skilled person would know
how to implement the additional feature of
automatically responding to the challenge based on his
relevant skills. It was not the implementation of this
feature, but the i1dea i1tself that was not obvious. A
straightforward implementation would be a computational
challenge so that an automatic response caused
considerable computational load for senders of mass e-

mails.

Claim 1 of the second auxiliary request had a great
number of details not known from either DI nor D2 and

therefore it was not understood why the examining
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division came to the conclusion that the subject-matter
was rendered obvious in the light of D1 and D2. Again,
the argumentation provided by the examining division
under i1tem 5 of the decision was artificial and based
on hindsight.

Reasons for the Decision

C0712.D

The appeal complies with the requirements referred to
in Rule 65(1) EPC 1973 and i1s therefore admissible.

The application relates to filtering unsolicited e-
mails or "spam™. It is generally known to classify e-
mails using a rule-based classifier, e.g. by looking
for certain words in the subject line or the body of
the text. However, this is not always accurate (see
paragraphs [0007] to [0010] of the application).

The i1dea of the invention iIn the main and first
auxiliary requests (embodiments of Figures 1 to 4) is
that if an e-mail has a probability of being spam that
is greater than a (first) threshold, a '*challenge™ is
sent to the originator of the e-mail that must be
answered (“automatically"™ in the first auxiliary
request). In the second auxiliary request (embodiment
of Figure 6), the challenge is only sent if the
probability Is in a "questionable™ area between the
first threshold and a second threshold. The response to
the challenge is used to classify the e-mail as being
or not being spam and for classifying the originator as
being a spam sender or a legitimate sender,
respectively.
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Main request

The examining division considered that the subject-
matter of claim 1 was not inventive over the
combination of D1 and D2. The Board essentially agrees
with the examining division®s approach (see below iIn
connection with the more limited second auxiliary
request). However, the Board considers that because of
the broad formulation of the claim, It is even not new

over D2 alone.

D2 discloses a system that filters e-mails according to
whether the originator is known to the recipient and
according to various parts of the message (see

Figure 7). It sends a challenge 450 if the validity of
the originator cannot be determined. One of the tests
for this is whether the originator iIs on the acceptance
list of recipient (Figure 7: 425 and page 27, lines 1
to 10). In the Board®s view this test can be considered
to be a computation of the probability that the e-mail
message 1s spam, In the sense of the first feature of
the claim; if the sender is on the list, the
probability Is zero, otherwise it IS non-zero. As a
result, the challenge iIs sent to the sender of the e-
mail 1f the probability is greater than a first
threshold, in this case zero, according to the second
feature of the claim.

The appellant argued that when D2 checks whether the
originator is on the acceptance list, it does not
compute a probability that the e-mail 1s spam in the
sense of the claim, but simply makes a hard yes/no
decision. However, the Board cannot agree with this

distinction based on the wording of the claim because
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in 1ts broadest English meaning, ‘‘compute'™ covers any
type of information processing producing the
probability, which is what happens in D2, albeit that
the probability i1s zero or non-zero.

Accordingly, under this interpretation, the subject-
matter of claim 1 i1s not new (Article 54(1) and (2) EPC
1973).

First auxiliary request

Claim 1 of the first auxiliary request adds to that of
the main request the feature that the originator-"s

computer automatically responds to the challenge.

There was some discussion before the examining division
and before the Board as what the effect of this feature
was and how it was achieved. The predominant idea at
the oral proceedings before the examining division was
that the sender of the e-mail had some secret that was
used to reply to the challenge (see minutes of the oral
proceedings at page 4). At the oral proceedings before
the Board, the representative argued that no secret was
necessary, but the level of computational difficulty of
the challenge must be manageable for the sender of a
single e-mail, but too demanding for a spammer sending
millions of e-mails. The representative found support
for this interpretation in the application at column,
13, lines 25 to 28.

Under the latter interpretation, the intended effect of
automatically responding to the challenge is to make
the response easier for a legitimate sender, but

difficult for a spammer. However, the actual means for
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doing this are not claimed (and arguably not described).
Even the appellant argues that it i1s not the
implementation of this feature, but the i1dea i1tself
that 1t not obvious. In the Board®"s view, the mere idea
of automating a task to make i1t easier for the user 1is
an obvious desideratum. If it turns out that this
automatic response i1s a burden to a spammer, a bonus
effect is achieved that cannot confer an inventive step

to an otherwise obvious solution.

Accordingly, the subject-matter of claim 1 of the first
auxiliary request does not involve an inventive step
(Article 56 EPC 1973).

Second auxiliary request

The Board agrees with the appellant that claim 1 of the
second auxiliary request has 'a great number of
details', at least compared to claim 1 of the main
request. However, the Board does not agree that they
are not known from either D1 or D2 since these
documents together disclose most of them. In fact, the
examining division"s analysis at point 5 of the reasons
appears to be correct, namely that the only features
not anticipated by the combination of these documents
are the automatic update of the blocking list and not
sending a challenge i1f the probability is greater than
a second threshold.

In detail, 1t is common ground that D1 discloses a
method for detecting unsolicited e-mail comprising the
steps of:
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determining the probability that the e-mail message is
spam (column 4, lines 62 to 67);

comparing the calculated probability with a first
threshold and identifying the e-mail message as not
being spam in case that the probability is smaller than
that first threshold (column 5, lines 4 to 7 and the
""non-spam’ category mentioned at line 21);

identifying the e-mail message as spam in case the
calculated probability is greater than a second
threshold value (implicit from the classification iInto
the categories corresponding to "different degrees' of
spam, namely "certailn spam', '‘questionable spam™ and

non-spam™ at column 5, lines 18 to 21).

Claim 1 therefore differs from D1 by:

a) i1dentifying the e-mail as not being spam if the
sender of the e-mail is in a legitimate e-mail sender
store;

b) 1dentifying the e-mail message as spam if the sender
of the e-mail message iIs in a spam sender store;

c) In case that the calculated probability iIs greater
than the fTirst threshold but smaller than the second
threshold, sending a challenge to the sender of the e-
mail message;

d) determining whether the sent challenge has been
correctly answered;

e) iIn case that the challenge has been correctly
answered identifying the e-mail message as not being
spam and adding the sender to the legitimate e-mail
sender store and In case the response has not been
correctly answered, i1dentifying the e-mail message as
spam and adding the sender to the spam sender store.
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It i1s also agreed that these features solve the problem
of increasing the reliability provided by the spam
classification of the probabilistic classifier.

The appellant argues that DI does not suggest that
there 1s any problem with the approach used to detect
spam. However, the Board considers that, firstly, such
problems would come to light in the normal operation of
probabilistic spam filters. In particular, the "certain
spam”™ in D1 might turn out not to be so and the
"questionable spam™ must be checked manually. Secondly,
the general problem of misclassifying e-mails by spam
filters was well known in the art. D2 gives an account
of such problems at page 4, line 15 to column 5,

line 26. In particular, D2 mentions the problem of the
risk of automatically discarding e-mails and the
problem of having to scan manually suspected spam,

which would be problems facing the user of D1.

As a result, the Board is of the view that the skilled
person would consider improving the reliability of the
spam filtering in D1 with the solutions proposed in D2.
Firstly, the idea of using acceptance/blocking lists 1is
described in D2 at page 5, lines 2 to 10 as
conventional. D2 also discloses automatically accepting
or rejecting e-mails from senders on these respective
lists (Macceptance list” - Figure 7: 425 and "blocking
list"” - Figure 7: 415). The Board considers that it
would be obvious to incorporate this i1dea into D1
according to distinguishing features a) and b), the
order having no effect on the system.

Furthermore, the Board considers that it would be

obvious to increase the reliability by incorporating a
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challenge component (Figure 7: 450). The appellant
argues that combining DI and D2 would lead to a system
where, i1rrespective of the probability, a challenge is
sent to all originators of e-mails not known to the
receiving system. However, the Board considers that the
skilled person would consider only challenging some e-
mails for various reasons. Firstly, challenging all e-
mails would make the probabilistic classification
redundant. Secondly, D2 does not challenge every e-mail
anyway. Apart from distinguishing e-mails from senders
on the acceptance and blocking lists, it also checks
another situation, namely whether the originator-®s
address i1s, or appears to be (“'as best possible™),
valid "before going through the trouble of composing
and returning a Challenge™ (Figure 7: 450 and page 27,
line 26 to page 28, line 13). In the Board"s view, the
skilled person would derive from this the general idea
that challenging a subset of e-mails is a trade-off
between "trouble™ or effort and additional certainty of
classification. One obvious trade-off point would be to
challenge the e-mails i1dentified as ""questionable spam"
by the classifier of D1, 1.e. where the calculated
probability is greater than the fTirst threshold but
smaller than a second threshold, according to
distinguishing feature c). After sending a challenge,
it follows that the system must determine whether it
has been correctly answered, according to feature d).

Finally, D2 discloses adding the sender to the
legitimate e-mail sender store it the challenge is
answered correctly (Figure 7: 470), according to part
of feature e). The Board agrees with the examining
division that i1t would be an obvious analogy to add the

sender to the spam sender store if the response is not
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answered correctly, according to the remaining part of
the feature.

20. Accordingly, the subject-matter of claim 1 of the
second auxiliary request does not involve an i1nventive
step (Article 56 EPC 1973).

Order

For these reasons i1t i1s decided that:

The appeal i1s dismissed.

The Registrar: The Chairman:

T. Buschek S. Steinbrener

C0712.D



