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Summary of Facts and Subm ssi ons

This is an appeal fromthe decision of the exam ning
division to refuse the European patent application
nunber 01 309 272.1, publication nunber 1 248 483,
di spat ched on 26 February 2003. The reason given for
t he decision was that the clained subject-matter was

not novel over the disclosure of

D1: EP-A-0 810 754.

1. Notice of appeal was filed and the fee paid on 11 Apri
2003. New clainms 1 to 3 and 6 to 11 were submitted with
a statement setting out the grounds for the appeal on
19 June 2003.

L1l In a comunication the board gave its prelimnary view
that the subject-matter of the newy-filed clainms still
| acked novelty or inventive step with respect to D1 and
t he general knowl edge in the art. The appell ant was
al so asked to clarify the status of clainms 4 and 5.

| V. The appel |l ant responded on 14 April 2004 with argunents
for the novelty and inventive step of the clained
subject-matter. It was stated that clainms 4 and 5
submtted with the letter dated 7 January 2003 were

mai nt ai ned.
V. The appel |l ant requests that the decision of the

exam ning division be cancelled in its entirety and a

patent granted on the basis of the follow ng text:

1369.D
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Cl ai ns: 1-3,6-11 submtted with the grounds of
appeal ;
4 and 5 submtted with the |etter dated
7 January 2003 and received 9 January
2003.

Descri ption: pages 2-5,9,11-14,16 as originally
filed,;
1, 5a, 6- 8, 10, 15,17 as received on 25 July
2002 with letter of 22 July 2002;

Dr awi ng: sheets 1-5 as originally fil ed.

Clains 1 to 3 read as foll ows:

"1. A nethod of providing secure conmunications between
a first wireless unit (70, 80) and a second w rel ess
unit (72, 82), said nethod being characterized by:
sendi ng a common encryption key (CKg) to a first
wireless unit (70, 80) and second wireless unit (72,
82), for use by said first wireless unit (70, 80) to
decrypt information, which has been encrypted at said
second wireless unit (72, 82) using said comon
encryption key (CKg) and transmitted to said first
wireless unit during secure communi cations over at

| east one wi rel ess conmuni cations system (74, 84, 86)
between said first wireless unit (70, 80) and said
second wireless unit (72, 82).

"2. The nmethod as clainmed in claim1 wherein said step
of sending conprises the steps of:

generating a first key value (CK;) corresponding to said
first wireless unit (70, 80);

generating a comon encryption key (CKg); and
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sendi ng sai d generated common encryption key (CKg) to
said first wwreless unit using said first key val ue
(CKy) .

"3. The nethod as clainmed in claim2 conpri sing:
generating a second key value (CK;) corresponding to
said second wireless unit (72, 82); and

sendi ng said common encryption key (CKg) to said second
wireless unit using said second key value (CKy)."

No request for oral proceedi ngs has been nade.

Reasons for the Decision

1369.D

The appeal satisfies the requirements of Articles 106
to 108 and Rule 64 EPC and is therefore adm ssible.

In view of the final outcone of the appeal the board
has not seen any necessity to investigate whether the
amendnment s made during exam nation and appea
proceedi ngs satisfy the requirenents of

Article 123(2) EPC

Interpretation of the clained subject-matter

Claim 1l includes the feature "sending a conmnon
encryption key (CKg) to a first wireless unit (70, 80)
and second wireless unit (72, 82)." At first sight this
m ght be taken to nean that the sanme text or string of
data is sent to both wireless units. However it is
clear that such an interpretation is not in accordance
with the description, which specifies that the comon
encryption key is sent to first and second wirel ess
units in encrypted form using respective first and



1369.D

- 4 - T 0726/ 03

second session key values (as defined in dependent
claims 2 and 3). A common encryption key is therefore
only sent in the sense that the received key is
processed in the wireless units to derive the comon
encryption key. It is in this sense that the claimis
interpreted by the board.

D1 di scl oses:

A nmet hod of providing secure comruni cations (colum 2,
lines 7 to 9) between a first wireless unit (Figure 1
2a) and a second wireless unit (2b), said nmethod being
characterized by:

provi ding a conmon encryption key (Kb + RAND + Ka -
colum 11, lines 3 to 7 and 37 to 49, and see

di scussion below) to a first wireless unit (2a) and
second wireless unit (2b), for use by said first
wireless unit (2a) to decrypt information, which has
been encrypted at said second wireless unit (2b) using
sai d common encryption key (Kb + RAND + Ka) and
transmtted to said first wireless unit during secure
conmuni cations over at |east one wreless
communi cati ons system (4a, 4b, 6a, 6b, 15) between said
first wireless unit (2a) and said second wireless unit
(2b) (colum 11, line 54, to colum 12, |ine 3).

D1 does not refer to "sending a common key val ue”
directly. However, as noted at point 3 above, a common
key value is not in fact sent in the preferred

enbodi ment of the application either, but rather a key
val ue whi ch enabl es the conmmon key to be derived. In D1
t he sent keys are described as "partial keys" (e.g.
colum 11, lines 3 to 7). These partial keys are given
by expressions "Kb + RAND' and "Ka + RAND' (where "+"



1369.D

-5 - T 0726/ 03

denotes the exclusive-OR operation). In the termnals

t hese val ues are exclusive-ORed with Ka and Kb
respectively to permt the common key val ue Ka + RAND +
Kb to be derived (colum 11, lines 37 to 44). I|ndeed,
the partial keys sent in D1 can be represented

mat hematically as the common key excl usive-ORed with Ka
or Kb, respectively, since (for termnal 2a, for
exanpl e)
Kb + RAND (Kb + RAND) + O

(Kb + RAND) + (Ka + Ka)
(Kb + RAND + Ka) + Ka

In other words, what is sent in D1 can be viewed as the
common key encrypted (by exclusive-CRing) with a key
bel onging to the termnal, that is the "conmon
encryption key (CKg) to said first wireless unit using
said first key value (CK;)," in the terns of claim?2
and therefore also of claim1.

The appell ant argues that in D1 the enciphering key
itself is never sent between the two units, and that
"the enciphering key is calculated at each wrel ess
unit only after corresponding term nal keys are sent
fromthe other wireless unit,"” (appellant’s response of
14 April 2004). The board notes however that in Dl, as
in the present application (Claim1: "sending a common
encryption key (CKg) to a first wireless unit (70, 80)
and second wireless unit (72, 82)"), the keys are not
conmuni cated fromone unit to the other, but rather
froma central database station to each of the units
(D1, colum 11, lines 3 to 7). Hence, the board
supposes that what the appellant nmeans by the
"corresponding term nal keys" are the keys designated
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as "partial keys" in D1, and "between the two units"”
means "fromthe central unit to the two units.” Wth
this inmnd it is clear fromthe argunents al ready
given that in D1 the enciphering key itself is indeed
sent to the two units, in an encrypted form in the
sanme sense as in the present application.

As to when and where the common key is cal cul ated, the
appellant’s argunents inplicitly assune that claiml is
l[imted to providing the sane key to all units. As

not ed above, see point 3, although in the present
application a conmon key may be calculated in the
central unit in plaintext, this is not what is sent.
The conmon key is in practice sent in encrypted form
i.e. it is derivable in the wireless units. The fact
that in the enbodi ment the key is calculated centrally
in unencrypted form i.e. in plaintext, is not
reflected in the wording of the independent claim and
is therefore not relevant to the question of its

novel ty.

Finally the appellant argues that Dl does not
explicitly teach that what is sent is an encrypted form
of the common key. This is, however, not relevant to

t he question of novelty, since the nethod specified in
claim1l of the present application is nonethel ess
directly and unanbi guously derivable fromthe

di scl osure of D1.

Hence the subject-matter of claim1 is known fromthe
di scl osure of D1, and the text of the appellant’s sole
request does not satisfy the requirenents of
Articles 52 and 54 EPC. There being no other requests,
it follows that the appeal nust be di sm ssed.
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Or der

For these reasons, it is decided that:

The appeal is dism ssed.

The Regi strar: The Chai r man:

D. Magliano A.S. delland

1369.D



