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Summary of Facts and Subm ssi ons

2346.D

Eur opean Patent No. 0 528 572 was revoked in a decision
given at oral proceedings held on 18 Septenber 2001,
with witten reasons despatched on 26 Cctober 2001.

The patent had been opposed on the grounds that the
subject-matter of the clainms as granted did not involve
an inventive step (Articles 100(a), 52 and 56 EPC) and
that the subject-matter of the patent extended beyond
the content of the application as filed (Article 100(c)
EPC). The foll ow ng docunents were cited:

D1: EP 0 209 811 A

D2: EP 0 282 992 A

The i ndependent clains of the request on which the
opposi tion division' s decision was based read as
fol |l ows:

"1. An electronic coding device (21) for selectively
encrypting or decrypting data signals, conprising:

a processor (24) to code digital data in accordance
with a selectable one of a predeterm ned encryption and
a predeterm ned decryption algorithm (33, 40), the
processor (24) having an input for receiving a digital
i nput signal and an output for generating a coded

di gital output signal; and

a configuration storage nenory (27) connected to the
processor (24),

characterised in that

the configuration storage nenory (24) [sic] is
instructable to select one of the predeterm ned
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encryption al gorithm and predeterm ned decryption

al gorithmand to convert the coded digital output

si gnal produced by the processor (24) after encryption
and after decryption to conformto any one of a nunber
of predeterm ned protocols."

"5. A nethod of configuring an electronic coding device
for selectively encrypting or decrypting data signals,
conprising the step of:

interfacing a progranm ng neans (50) to a configuration
storage nenory (27) connected to a processor (24) for
coding digital data in accordance with a sel ected one
of a predeterm ned encryption and a predeterm ned
decryption al gorithm (33, 40), the processor (24)
having an input for receiving a digital input signal
and an output for generating a coded digital output
signal; and

characterised in that it includes the further steps of
instructing the configuration storage nenory (27) to
sel ect one of the predeterm ned encryption al gorithm
and predeterm ned decryption algorithm and

instructing the configuration storage nenory (27) to
sel ectively convert the coded digital output signal
produced by the processor (24) after encryption and
after decryption to conformto any one of a nunber of
pr edet er mi ned protocols."

The opposition division found that the application as
amended in this request satisfied the requirenents of
Articles 123(2) and (3) EPC and that the subject-matter
of the independent clains was new, but did not involve
an inventive step, having regard to the conbi nati on of
D1 and conmmon general know edge.
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Notice of appeal was filed wth the appropriate fee on
24 Decenber 2001 and a statement of grounds of appeal
was submitted in a letter dated 25 February and
received 26 February 2002. The appell ant (patentee)
requested that the decision of the opposition division
be set aside and that the patent be maintained
according to a main or one of six auxiliary requests
submtted with the statenment of grounds. The

i ndependent clains of the main request were the sanme as
those of the main request on which the decision of the
opposition division was based. In a letter dated

13 August and received 19 August 2002 the respondent
(opponent) argued that the subject-matter of all the
requests did not involve an inventive step. Both
parties nmade conditional requests for oral proceedings.

In a comuni cati on acconpanying an invitation to oral
proceedi ngs the board noted that the reference sign
"24" for the configuration storage nenory at one point
inclaiml of the patent as granted should read "27"
which error extended to all the appellant’'s requests
for the appeal. In response, the appellant submtted
versions of the requests with the reference nuneral
corrected but otherw se unchanged, received 23 August
2004.

At the oral proceedings the appellant requested that

t he deci sion under appeal be set aside and that the

pat ent be maintained on the basis of clains 1 to 22
(part) of the main request filed 23 August 2004 and
claim?22 (part, fornmerly 23) as granted, colums 1 to 4
of the description as filed on 23 August 2004 with
inserts 1 and 2 as filed on 29 Septenber 2004 and

23 August 2004 respectively, colums 5 to 9 of the
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description as granted and Figures 1 to 6 as granted,
or on the basis of corresponding auxiliary requests 1
to 6 as filed on 23 August 2004. The respondent
requested that the appeal be dism ssed. At the end of

t he oral proceedings the chairman cl osed the debate and
announced the board's deci sion.

Reasons for the Decision

2346.D

Wth respect to the main request, the respondent raised
obj ections of |lack of clarity, added subject-matter,
insufficient disclosure, and | ack of an inventive step.
The first three of these objections all arose fromthe
formul ati on of the subject-matter of claiml that "the
configuration storage nenory (27) is instructable to ...
convert the coded digital output signal produced by the
processor (24) ... to conformto any one of a numnber of
predet erm ned protocols", and the equivalent in
claim15. Understood literally, this nmeant that the
configuration storage nmenory nust itself carry out sone
ki nd of processing after the encoding or decoding
processing performed by the processor. In consequence a
clarity objection arose because it was not clear how
this processing could take place. Further, the
processi ng was not disclosed in the application as
filed, leading to the further objections of added

subj ect-matter and, since the skilled person would not
know how to carry it out, insufficiency of disclosure.
A simlar point arose with respect to claim15, the

i ndependent met hod cl ai m

The feature objected to was included in the independent
clainms as granted. According to the established case-
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| aw of the Boards of Appeal an alleged lack of clarity
in aclaim where that lack of clarity does not arise
fromanmendnents to that claimin the proceedings after
grant, does not constitute grounds for rejecting the
claim since lack of clarity is not a ground of
opposition. This objection therefore fails.

Equal |y, since this feature was present in the

i ndependent clains as granted, the objection that the
invention is not disclosed in a manner sufficiently
clear and conplete for it to be carried out by a person
skilled in the art nmust be seen as an objection under
Article 100(b) EPC. However, this ground for opposition
was not considered in the opposition proceedi ngs. As
decided in decision G 10/91 (QJ 1993, 420, see point 3
of the Opinion), a board may consider fresh grounds for
opposition in appeal proceedings only with the approval
of the patentee. In the present case, the appell ant
(patentee) did not approve the introduction of the new
gr ound.

Article 100(c) EPC was considered in the opposition
proceedi ngs and the objection of added subject-matter
in the patent as granted is therefore not a new ground
of opposition. Hence it nust be considered on its
merits. The board considers that the skilled person
would reject a literal reading of the claimas not
technically credible, since the usual function of a
menory is to store data, not to process it. The skilled
person woul d therefore seek to interpret the clains in
the Iight of the description, fromwhich it would be
clear that the feature as clained is an abbreviated
formul ati on of the nenory containing an indicator of

t he protocol to be used, and the processor respondi ng
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to this indicator by carrying out, or causing the I/O
port to carry out, the appropriate conversion. The
skill ed person would al so deduce this feature fromthe
application as filed. Thus the feature as cl ai ned does
not extend beyond the content of the application as
filed.

Wth regard to the question of whether the subject-
matter of claim1l involves an inventive step, it was
common ground between the parties that of the cited
docunents D1 represented the closest prior art. D1

di scl oses an el ectronic coding device in the formof an
(e.g. bank) termnal, which maintains contact with a
central host systemincluding a database, and into
which a user's chip card is inserted. Comrunications
with the host system are encrypted using the DES system
and data sent to the chip card is also encrypted using
RSA (DES and RSA being two well known encryption

nmet hods). Figures 4A and 4B together show a structural
di agram of the term nal including DES encryption, DES
decryption and RSA encryption units (84, 85 and 82
respectively). Further, in order to deal with a variety
of standards of user's cards, the termnal has a "main
controller” or processor 77 which obtains a collection
of data fromthe inserted card, the so-called "answer-
to-reset” data, which then determ nes the paranmeters of
t he conmuni cati on between term nal and card (e.g. the
maxi mum vol t age used by the termnal). It is thus
arguabl e that the term nal converts its coded digita
out put signals to the card to conformto any one of a
nunber of predeterm ned protocols, in the terns of the
patent in suit. Mreover, as a step in the protocol
adaptation of the termnal to the card, the obtained
data are stored in a nmenory, the "initial paraneter
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RAM' 76. Thus it is also arguable that this is a
configuration storage nmenory as specified in claim1l of
the patent in suit.

However, Dl does not disclose the use of a
configuration menory to sel ect one of an encryption and
a decryption algorithm The respondent argued firstly
that the skilled person woul d appreciate that Figure 4
of DL in fact merely laid out the functions carried out
by the termnal, and that in reality these functions
woul d be inplenmented in a mcroprocessor. Alternatively,
even if the various "arithnmetic units" were actual
hardware nodules in the termnal, they were clearly
under the control of "main controller” 77. In either
case, the controller or processor would necessarily or
at | east obviously store data, in the formof a flag or
simlar, to indicate which of the operations of
encryption and decryption should currently be carried
out. It would further be obvious to store this data in
the RAMw th the output protocol data.

The board does not find these argunments convincing. In
contrast to the invention in the patent in suit, in D1
there is no need to instruct the processor whether to
encrypt or decrypt arriving data since the function to
be perforned is determned sinply by its origin. For
exanple, referring to Figure 4, all data received at

| /O controller 8 comes fromthe host. Al data
received fromthe host system nust be decrypted using
the DES algorithmin unit 85. Even if the systemwere
i npl enented as software running in a general-purpose

m croprocessor, the systemwuld typically respond to
incomng data sinply by invoking a software nodule to
decrypt the data (and carry out any other standard
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processing for incomng data). There would be no need
to set "configuration” data to tell the m croprocessor
what to do. That would be determ ned sinply by the fact
that the software nodul e was running. |Indeed there
seens to be nothing in D1 excluding both encryption and
decryption taking place concurrently, whether this be
reali sed by separate hardware units or by nulti-tasking
in a processor. A "configuration” of the systemto
carry out just one of these tasks at a tine would seem
to be undesirabl e.

Thus the respondent has not identified anything in the
di scl osure of D1 which would lead the skilled person in
the inplenmentation of the systemdisclosed therein to
use a configuration storage nenory to store data
instructing the selection of one of a predeterm ned
encryption and a predeterm ned decryption algorithm

The respondent al so suggested that the conbination of
sel ectable features in a systemwas in itself

commonpl ace, and that if the skilled person wanted to
provi de a selection of one of encryption and decryption
in D1, it would be obvious to do so by adding to the
data in the initial paranmeter RAM 76 an indication of
whi ch was to be sel ected. However, the respondent has
not identified any notivation for the skilled person to
provi de such an option and in any case the skilled
person would in fact be actively discouraged from doi ng
so. Each of the encryption and decryption functions in
D1 has a specific purpose; selecting one of themwould
nmean di sabling the other, so that the system woul d be
unabl e to function properly.
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Docunment D2 al so di scl oses a system having a nenory
used for storing data which determ nes the appropriate
protocols to use in communicating with (in this case) a
plurality of external devices. However, it does not

di scuss data encryption or decryption at all, and

t herefore cannot supply the m ssing notivation to
provi de a sel ected one of these processes.

The board accordi ngly concludes that the subject-matter
of claim1 involves an inventive step having regard to
t he di sclosure of DL and D2.

Claim 15 concerns a nethod used to enter the
configuration data, including the encryption /
decryption selection data, in the configuration storage
menory. Since no notivation for the skilled person to
provi de such a configuration has been identified, there
is equally no notivation to supply a nmethod of carrying
out the configuration and the above conclusion with
regard to claim1l also applies to this claim

Thus none of the objections raised by the respondent
agai nst the subject-matter of the clains of the main
request are convincing. No objection was rai sed agai nst
t he description as anended finally in the oral

pr oceedi ngs.
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For these reasons it is decided that:

1

The deci sion under appeal is set aside.

The case is remtted to the first instance with the
order to maintain the patent on the basis of clains 1
to 22 (part) of the main request filed 23 August 2004
and claim?22 (part, fornerly 23) as granted, columms 1
to 4 of the description as filed on 23 August 2004 with
inserts 1 and 2 as filed on 29 Septenber 2004 and

23 August 2004 respectively, colums 5 to 9 of the
description as granted and Figures 1 to 6 as grant ed.

The Regi strar: The Chai r man:

D. Magliano A S Cdelland
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