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Summary of Facts and Subm ssi ons

2086.D

This is an appeal by the proprietor of European Patent
No. 0O 455 135 against the decision of the opposition
di vision to revoke the patent.

The opponent (respondent) had requested the revocation
of the patent on the grounds that the invention |acked
an inventive step with respect to the disclosure of
inter alia the follow ng docunents

El: WO A-89/07375 and

E2: DE-A-3 736 190

In the decision under appeal, dispatched on 11 August
2000, the opposition division held that the subject-
matter of granted independent clains 1 and 12 did not

i nvol ve an inventive step having regard to a

conbi nati on of docunents E1 and E2. Caim1l of a first
auxiliary request (naintained in appeal) was found not
to satisfy the requirenents of Articles 123(2) and (3)
EPC, and a second auxiliary request (also maintained in
appeal ) whose only claimcorresponded to claim12 as

granted was also found not to involve an inventive step.

Notice of appeal was filed, in a letter dated

18 Cctober 2000 and received, together with the
appropriate fee, on 20 Cctober 2000. A statenent of
grounds of appeal, reiterating the previous requests
and adding a third auxiliary request, was submtted on
21 Decenber 2000.
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In a response submtted on 17 May 2004 to a sumons to
attend oral proceedings, the appellant submtted

i ndependent clains for new auxiliary requests 3 to 9,
and during the oral proceedings held on 17 June 2004 a
new nodi fied main request (referred to as "main
request 2") and further auxiliary requests 10, 10a, 11
and 12 were made.

The i ndependent clainms as granted read as foll ows:

"1l. A security nodule (30) for use with a radio

t el ephone and preventing a KEY code from being read out
from the outside, conprising:

an electrically rewitable non-volatile nmenory (302) to
whi ch the key code is witten

encrypting nmeans (303) for encrypting data entered from
the outside on the basis of the key code stored in said
non-vol atile menory (302), and outputting said
encrypted dat a;

interface nmeans (301) for receiving data fromthe
outside and outputting said encrypted data; and

control nmeans (304) for enabling said non-volatile
menory (302) to be accessed via an internal bus (306)
and an external bus (307) and, when said non-volatile
menory (302) is accessed, deleting the KEY code.

12. A nmethod of preventing a key code in a nmenory from
bei ng stolen, conprising the steps of:

storing said key code in said nenory;

incorporating said nenory in a nodul e;

encrypting in said nodule data wth said key code; and
erasing said key code fromsaid nenory when said nenory
is accessed fromthe outside of said nodule.”
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At the oral proceedings the appellant requested

mai nt enance of the patent according to the foll ow ng
requests (insertions with respect to the clains as
granted in italics, deletions in parentheses):

Main request 1: clains 1 to 12 as granted.

Main request 2: clainms 1 to 11 as granted, i.e. w thout
claim12.

Auxiliary request 1 (filed in the opposition
proceedings): claim1l1 anended to read "... when said
non-vol atile nmenory (302) is accessed fromthe outside
of said nodule, deleting the KEY code.” Clains 2 to 12
as grant ed.

Auxiliary request 2 (filed in the opposition
proceedings): claim12 as granted only, i.e. wthout
clainms 1 to 11.

In auxiliary requests 3 to 9, clains 2 to 11 as granted
are mai ntai ned, and anendnents introduced to the
i ndependent clains as foll ows.

Auxi liary request 3:

"1,

control neans (304, 304a) for enabling said non-

vol atile nmenory (302) to be accessed via an internal
bus (306) and an external bus (307) and, when said non-
vol atile nmenory (302) is accessed, electrically

del eting the KEY code.
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12.

el ectrically erasing said key code fromsaid nenory
when said nmenory is accessed fromthe outside of said
nodul e. "

Auxi liary request 4:

"1l. A security nodule (30) for use with a radio

t el ephone and preventing a KEY code from being read out
fromthe outside, conprising:

an electrically rewitable non-volatile nenory (302) to
whi ch the key code is witten and which is connectable
to an internal bus (306) and an external bus (307);
encrypting nmeans (303) for encrypting data entered from
the outside on the basis of the key code stored in said
non-vol atile menory (302), and outputting said
encrypted dat a;

interface nmeans (301) for receiving data fromthe
outside and outputting said encrypted data; and

control neans (304, 304a) for enabling said non-

vol atile nmenory (302) to be accessed via an internal
bus (306) and an external bus (307) and when said non-
vol atile nmenory (302) is electrically connected via the
internal and external bus to the outside, [when said
non-vol atile menory (302) is accessed,] electrically
del eting the KEY code.

12. A nmethod of preventing a key code in a nmenory from
bei ng stolen, conprising the steps of:

storing said key code in said nenory;

i ncorporating said menory in a nodul e;

encrypting in said nodule data wth said key code; and
electrically erasing said key code fromsaid nenory
when said non-volatile nmenory (302) is electrically
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connected via the internal and external bus to the
outside [when said nenory is accessed fromthe outside
of said nodule].”

Auxiliary request 5:

"1l. A security nodule (30) for use with a radio

t el ephone and preventing a KEY code from being read out
from the outside, conprising:

an electrically rewitable non-volatile nenory (302) to
whi ch the key code is witten and which is connectable
to an internal bus (306) and an external bus (307);
encrypting nmeans (303) for encrypting data entered from
the outside on the basis of the key code stored in said
non-vol atile menory (302), and outputting said
encrypted dat a;

interface nmeans (301) for receiving data fromthe
outside and outputting said encrypted data; and

control neans (304, 304a) for enabling said non-

vol atile nmenory (302) to be accessed via an internal
bus (306) and an external bus (307) and when said non-
vol atile menory (302) is electrically connected via the
internal and external bus to the outside, and when said
non-vol atile menory (302) is accessed, electrically

del eting the KEY code.

12. A nmethod of preventing a key code in a nmenory from
bei ng stolen, conprising the steps of:

storing said key code in said nenory;

i ncorporating said nmenory in a nodul e;

encrypting in said nodule data wth said key code; and
electrically erasing said key code fromsaid nenory
when said non-volatile nmenory (302) is electrically
connected via the internal and external bus to the
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out si de and when said nmenory is accessed fromthe
outside of said nodule.”

Auxi liary request 6:

Claiml1l as in auxiliary request 5 wth the final
feature anmended to read, "when said non-volatile nenory
(302) is accessed by the control neans (304, 304a),
electrically deleting the KEY code."

Claim 12 as in auxiliary request 5.

Auxiliary request 7:

"1l. ... (as granted)

control neans (304, 304a) for enabling said non-

vol atile nmenory (302) to be accessed via an internal
bus (306) and an external bus (307) and for deleting

t he KEY code when connecting the internal bus (306) and
the external bus (307) [and, when said non-volatile
menory (302) is accessed, deleting the KEY code].

12. A nmethod of preventing a key code in a nmenory from
bei ng stolen, conprising the steps of:

storing said key code in said nenory;

i ncorporating said nmenory in a nodul e;

encrypting in said nodule data wth said key code; and
erasing said key code fromsaid nenory when an interna
bus connected to the nmenory is connected to an external
bus [said nmenory is accessed fromthe outside of said
nodul e] . "



2086.D

-7 - T 1054/ 00

Auxi liary request 8:

"1. ... (as granted)

control neans (304, 304a) for enabling said non-

vol atile nmenory (302) to be accessed via an internal
bus (306) and an external bus (307) and for deleting

t he KEY code when connecting the internal bus (306) and
t he external bus (307) and, when said non-volatile
menory (302) is accessed[, deleting the KEY code].

12. A nmethod of preventing a key code in a nmenory from
bei ng stolen, conprising the steps of:

storing said key code in said nenory;

i ncorporating said nmenory in a nodul e;

encrypting in said nodule data wth said key code; and
erasing said key code fromsaid nenory when an interna
bus connected to the nenory is connected to an external
bus and said nmenory is accessed fromthe outside of
said nodul e."

Auxiliary request 9:

"1l. ... (as granted)

control neans (304, 304a) for enabling said non-

vol atile nmenory (302) to be accessed via an internal
bus (306) and an external bus (307) and for deleting

t he KEY code when connecting the internal bus (306) and
t he external bus (307) and, when said non-volatile
menory (302) is accessed[, deleting the KEY code] by

t he control neans (304, 304a).

12. A nmethod of preventing a key code in a nmenory from
bei ng stolen, conprising the steps of:
storing said key code in said nenory;
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i ncorporating said nmenory in a nodul e;

encrypting in said nodule data wth said key code; and
erasing said key code fromsaid nenory when an interna
bus connected to the nenory is connected to an external
bus and said nmenory is accessed fromthe outside of
said nodul e.”

Auxiliary request 10 is based on a conbi nati on of
granted clains 1 and 6, with the other clains
appropriately renunbered. C aim6 reads:

"A security nodule as clainmed in any one of clains 1 to
5, wherein said control nmeans (304) conprises a test
term nal which isolates said internal bus (306) from
sai d external bus (307) when inactive or connects said
internal bus (306) and said external bus to allow
access to occur when active, and a differentiating
circuit (304a) for outputting a clear pulse for

del eting said KEY code."

Auxiliary request 10a is as auxiliary request 10
wi t hout the independent nethod claim(claim112 as
grant ed).

Auxiliary request 11 is as auxiliary request 10 with
the addition of the final feature, " ... when access
via the external bus to the non-volatile nenory (302)
is enabled,” to claiml.

Auxiliary request 12 is as auxiliary request 11 w thout
t he i ndependent nethod cl aim

The respondent requested that the appeal be dism ssed.
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| X. The deci sion of the board was announced at the end of
t he oral proceedings.

Reasons for the Deci sion

1. The appeal conplies with Articles 106 to 108 and
Rule 64 EPC and is therefore adm ssibl e.

2. Adm ssibility of the requests filed in the appeal
pr oceedi ngs.

2.1 Main request 2 is for maintenance of the patent on the
basis of clains 1 to 11 as granted. There are no new
obj ections introduced by this amendnent, which was put
forward in response to the discussion at the oral
proceedi ngs. The respondent has not objected to the
adm ssion of this request. The board therefore
exercises its discretion to admt it.

2.2 The only additional features introduced into the clains
of auxiliary request 3 are (1) the insertion of
reference sign "304a" into the control neans (in
claim1l), and (2) that the deletion of the key code is
acconplished "electrically” (in both clains 1 and 12).
The first of these anendnents has a mnor clarifying
effect. The second does not aid in overcom ng an
objection of lack of an inventive step with respect to
t he docunents E1 and E2 (see points 3 and 4 bel ow),
since it would be evident to the skilled person that
menory deletions in the systens disclosed in those
docunents woul d al so be carried out electrically. No
ot her reason for making this request was put forward.
As it is patently clear that this request does not

2086.D
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bring anything to the debate, the board exercises its
di scretion not to admt it.

According to claim1l of auxiliary requests 5, 8 and 9,
the key code is deleted when the internal bus is
connected to the external bus "and" when the non-

vol atile menory is accessed. It is not clear whether
both conditions have to occur sinultaneously or
sequentially for deletion to take place, or whether the
occurrence of one condition is sufficient. Therefore
the clains of these requests do not satisfy Article 84
EPC, the requests are therefore not admtted.

Claim 1l as granted specifies that the key code is

del eted when the non-volatile nenory is accessed. The
board considers that the skilled person would
understand "access" to refer to read or wite
operations. Further, the skilled person would
understand the claimto nean that the key woul d be
del et ed whenever an access occurs, for exanple when the
menory is accessed internally (see also points 4.1 to
4.6 below). Thus any anendnent of claim1 which all ows
a read or wite operation on the non-volatile nenory to
take place without the key being deleted is necessarily
a violation of Article 123(3) EPC. For this reason
requests 4, 6 and 7, in all of which claim1 is anended
to define that the deletion takes place in response to
ot her events than a read or wite access, are al so not

adm ssi bl e.

The conbination of granted clains 1 and 6 on the other
hand clearly restricts the subject-matter of granted
claim1l and does not raise any new fornmal objections.
The amendnent made in auxiliary request 10 was put
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forward in order to overcone simlar objections to

t hose made above, and the respondent has not raised any
argunents agai nst the request's adm ssion. The sane
considerations apply to auxiliary request 10a, in which
t he i ndependent nmethod claimis deleted. The board
therefore exercises its discretion to admt these
requests.

Auxiliary requests 11 and 12 correspond to requests 10
and 10a respectively, but further restrict the

i ndependent apparatus claimto specify that the clear
pul se already specified in the claimdeletes the key
code "when access via the external bus to the non-
volatile nmenory (302) is enabled.” This amendnent
reflects the disclosure of the application as filed -
see colum 5, lines 37 to 49, of the published
application, and was said by the appellant to have been
introduced in case the board considered that the sinple
conbination of clainms 1 and 6 did not restrict deletion
to when access was enabl ed.

The respondent argued that claim1 of these requests
violated Article 123(3) EPCin that it redefined the
del etion of the key code to take place when access is
enabl ed rather than when the nmenory is accessed.
However this argunment is not convincing; the new claim
defines two separate conditions for deletion, the first
when a nenory access takes place and the second when
access via an external bus is enabled. Any apparatus
satisfying the claimnust carry out deletion in both

t hese circunstances, so that the subject-matter of
granted claim 1l has been further restricted and there
is no violation of Article 123(3) EPC
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The board therefore exercises its discretion to adm t
t hese requests.

In summary, the requests admitted into the proceedings
and therefore remaining to be dealt with substantively
are main requests 1 and 2, and auxiliary requests 1, 2,
10, 10a, 11 and 12.

Claim12 as granted - inventive step

Since main request 1, and auxiliary requests 1, 2, 10
and 11 all include claim 12 as granted (renunbered in
requests 10 and 11), the board will consider this claim
first.

In the board's view the single nost rel evant docunent
is E2, which concerns a chip card (colum 1, |line 66

to colum 2, line 4) for storing sensitive data in a
menory and which constitutes a nodule in the sense of
claim12. The nenory has a protected area only

accessi ble by a systemcontroller ("einemnur der
Systenverwal tung zugeteilten Bereich", colum 3,

lines 15 and 16). In the board's view the protected
area, rather than the chip card' s nenory as a whol e,
corresponds to the nmenory defined in claim12. The chip
card's nmenory can be accessed internally by the system
or externally by a user. By definition, any access of
the protected area other than by the systemcontroller
is unaut horised. |If access of the protected nenory area
is attenpted by a user ("wenn ein Benutzer unberechtigt
Information ... auslesen will", colum 3, lines 14

to 16) E2 proposes that counter-neasures be taken, for
exanpl e the deletion of information (colum 3, lines 13
to 18). E2 does not specify which information, but in
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the context the skilled person could be expected to
delete the sensitive data itself. Equally, E2 does not
specify in detail what the sensitive data represents
and does not discuss the encryption of data, nentioning
only a user ID as an exanple ("Kennummer", colum 2,
lines 61 to 65), but the board considers that it would
be obvious to the skilled person to apply the teaching
of E2 to a nodul e carrying out encryption and
cont ai ni ng cryptographi c keys, given the common gener al
know edge in the art that cryptographic keys are
sensitive data (cf. E1). Although the appellant argued
that E2 was concerned with a chip card rather than a
radi ot el ephone, the board notes that claim 12 is not
l[imted to a radiotel ephone and i ndeed enbraces a chip
card. The board further considers a user IDto be

equi valent to a key code.

Thus the subject-matter of granted claim 12 | acks an
inventive step. It follows that none of main request 1
and auxiliary requests 1, 2, 10 and 11, each of which

i ncludes a claimcorresponding to granted claim 12, are
al | owabl e.

The remai ning requests - inventive step

The interpretation of granted claim1 was di sputed by
the parties. The claimrelates to a security nodule for
storing a key code in a non-volatile nmenory. The
argunents centred around the interpretation of the |ast
cl ause of the claim specifying that the nodul e has
"control nmeans for enabling said non-volatile nenory to
be accessed via an internal bus and an external bus and,
when said non-volatile nmenory is accessed, deleting the
KEY code."
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The appel | ant argued that the phrase "when said non-

vol atile nmenory (302) is accessed” nust be interpreted
to mean when said non-volatile nmenory (302) is accessed
via the conbination of the external and internal bus;
thus the access is fromthe outside, as specified in
claim12. Further, the external bus nust be interpreted
as including the test termnal 305 (Figure 6) and the
internal bus as including the |ine marked "CPLS" in
Figure 6, over which a clear pulse is fed to the nenory.
Finally, "accessed" nust be interpreted to nmean, or at

| east include, the activation of the test termnal.

Ref erence was nmade to a passage in the description
(colum 5, lines 8 to 20 of the published patent) in
support of this interpretation. This passage discl oses
that when the test termnal is activated, a clear pulse
is sent to the nmenory which causes it to be erased.

However, the board considers the plain nmeaning of "when
said non-volatile nmenory (302) is accessed” to be that
del etion of the key code takes place whenever any
access to the nenory takes place, whether over the
external bus or the internal bus, or from el sewhere in
t he nodul e. Moreover, the skilled person woul d
understand the term "access” to relate only to read and
wite operations. The "clear pulse” fed by the
differentiating circuit 304a to the non-volatile nmenory
to effect the deletion, as disclosed in the cited
passage of the description, is therefore not an
"access". The appellant's argunent to the contrary is
al so not in accordance with the plain neaning of the
claimthat the control neans causes the key to be

del eted as a response to an access; the clear pulse,
according to the description, is the action taken by



4.5

4.6

2086.D

- 15 - T 1054/ 00

the control nmeans to carry this out. It therefore
follows as the result of an access, rather than being
itself an access. Thus the passage fromthe description
cited by the appellant does not concern an "access" and
is therefore irrelevant to the interpretation of the

termin the claim

As regards the appellant's argunent that the test
termnal 305 and the line marked "CPLS" in Figure 6
shoul d be considered part of the respective buses
specified in claim1, the board considers that a person
skilled in the art would not regard the test term nal

or the menory clearing line as disclosed in the
description and figures as a whole to be part of a
"bus" in the conventional sense - see e.g. Figure 6 and
the use of only reference nunbers 307 and 306 for the

external and internal buses in claiml.

Finally, to the extent that the passage in the
description referred to by the appellant relates to a
read or wite access at all, it does not discuss what
happens when an access takes place, but rather what
happens when access to the nenory is enabled, which is
a different event.

For all these reasons the board cannot accept the
appel l ant's proposed interpretation of claiml.

The plain wording of claim1l as granted adm ttedly does
not correspond to the description. However it is
technically credible. Indeed, the respondent has put
forward a possible, if speculative, circunstance in

whi ch such key deletion on every access m ght take

pl ace, nanely in the context of a "one-tine-pad" type
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cryptographic system It is noted that in this case,
and considering a read access, the deletion would take
pl ace as the operation imediately after the access.
This is not excluded by the claim

Since claim1l is clear the question whether the clained
subj ect-matter involves an inventive step nust be
determ ned on the basis of the wording of the claim
itself, and not on the basis of a different disclosure
in the description (cf. T 1018/ 02 reasons 3.8, "[T]he
description cannot be used to give a different neaning
to aclaimfeature which in itself inparts a clear
credi bl e technical teaching to the skilled reader" and
T 396/ 01 reasons 2.3, "It is not possible, by way of
construction, to attribute to a clai manother neaning
than the one which is clearly deducible fromthe claim
itself" both decisions not published in the QI EPO).

It appears to the board that the disputed patent does
not disclose or inply any technical problem overcone by
t he conbi nation of features according to claim1l as
granted. The respondent has, as noted above, indicated
that this conbination of features m ght be technically
credible in the context of one-time-pad cryptography,
but even if the skilled person were to assune (w thout
any indication in the patent that this was intended)
that this is the correct field for the invention as
clainmed, the clainmed features do not present a concrete
solution to any specific problemw th respect to the

di scl osure of the nearest prior art (see the discussion
of E2 at point 3.2 above). It appears to the board that
the skilled person, aware fromthe teaching of E2 that
the contents of the nenory can be del eted upon

unaut hori sed access, woul d appreciate that deletion
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could in fact be effected as and when desired. Thus the
cl ai med subject-matter does not involve an inventive

st ep.

4.10 Hence main request 2 is not allowable. Auxiliary
requests 10a and 12 remain to be consi der ed.

4.11 The only i ndependent claimof auxiliary request 10a is
a conbination of clainms 1 and 6 as granted. Claimé6
adds two features to the subject-matter of claim1: (1)
a test termnal which when activated connects the
internal and external buses to allow an access
(inplicitly using the combination of these buses, since
t he act of connection is "to allow an access"); and (2)
a differentiating circuit for outputting a clear pulse
for deleting the key code. These two features are not
necessarily interrelated, since there is no indication
of what event causes the differentiating circuit to
out put a clear pulse. Wthout any other further
features specified, the skilled person would interpret
the differentiating circuit as being the agent for
carrying out the only clainmed feature relating to
del etion of the key code, nanmely del etion when any
access takes place. As in the case of granted claim1l
di scussed above, this clainmed subject-matter does not
correspond to the description and no probl em sol ved by
t he specified conmbination of features, conpared to the
nearest prior art E2, has been identified. Hence for
t he reasons given at point 4.9 above, this clained
subject-matter also | acks an inventive step and
auxiliary request 10a is not all owabl e.

4.12 Finally, the only independent claimof auxiliary
request 12 further specifies that the deletion effected

2086.D
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by the differentiating circuit occurs when the access
via the external bus to the non-volatile nenory is
enabled. This is a solution to the problemthat access
may be needed via an external bus in order to test that
the nmenory functions properly, but that such access via
an external bus, not being under control of e.g. a

m croprocessor in the nodule, presents a security
weakness. It ensures that the key code can never sinply
be read out over the external bus, by deleting it

bef ore access over this bus is even attenpted.

There is no indication in any of the prior art

avai lable to the board that a key code or any ot her
sensitive data should be del eted whenever access to the
data using a particular route is enabled. The board
consi ders the correspondi ng conbi nati on of cl ai ned
features to involve an inventive step. The clained
subject-matter is further restricted by features which
do not apparently contribute to the inventive concept,
namely that the key code is also deleted (using
unspeci fi ed means) whenever an actual access takes

pl ace. However, this further restriction has no effect

on the inventive conbi nati on of features.

The respondent argued that the conbination of features
cl ai ned, considered as a whole, was self-contradictory.
The cl ai mspecifies an apparatus which stores a key

val ue and del etes this value on either of two events
occurring: (1) on any access, which, as the respondent
poi nted out, could nmake sense in the context of one-

ti me-pad cryptography, especially if it is taken that
the deletion takes place after the access; or (2) when
(uncontroll ed) access via an external bus is enabl ed,

in order to avoid |oss of confidentiality. These
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features may not have any apparent relation to one
anot her, but they are not contradictory, and the
cl ai med subject-nmatter as a whole is clear.

4.15 Auxiliary request 12 is therefore allowable.

Or der

For these reasons it is decided that:

1. The deci sion under appeal is set aside.

2. The case is remtted to the first instance with the
order to maintain the patent on the basis of clains 1
to 10 submtted as auxiliary request 12, description
and draw ngs as grant ed.

The Regi strar: The Chai r man:

D. Magliano A S Cdelland

2086.D



