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Summary of Facts and Subm ssi ons

3094.D

The appel | ant (opponent) | odged an appeal against the
deci sion of the opposition division, dispatched on

23 March 2000, rejecting the opposition against

Eur opean patent No. 0 674 795. The notice of appeal was
received on 15 May 2000, the appeal fee being paid on

t he sane day, and the statenment setting out the grounds
of appeal was received on 25 July 2000.

OQpposition had been filed against the patent as a whol e,
based on Article 100(a) EPC on the grounds of |ack of

inventive step (Articles 52(1), 56 EPC)

In the appeal proceedings reference was nmade to the
fol |l ow ng docunents:

D1: EP-A-0 186 981

D2: US-A-4 183 085

D3: EP-A-0 456 548

D4:  US-A-4 900 903

D5: A Beutel spacher ea, "Chipkarten als

Si cher hei t swerkzeug”, Springer Verlag Berlin, 1991,

page 136

Oral proceedings were held on 3 Decenber 2003.

The appel | ant requested that the decision under appeal
be set aside and the patent revoked.
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The respondent requested that the appeal be dism ssed.

| ndependent clains 1 and 10 of the patent as granted
read as foll ows:

"1l. A debit termnal (2) conprising a secure nodul e(8),
a display (6), a keyboard (4) and a non-secured portion
(10), characterized in that said secure nodul e (8)
controls comuni cation of data and pronpts between said
keyboard (4), said display (6), and said non-secured
portion (10) of said termnal (2) in either clear text
node or secure text node, said keyboard (4) allow ng
the entry of either clear text or secure text, said non
secured portion (10) of said termnal (2) having a
predet erm ned group of paired pronpts and

aut henti cati on paraneters that are authorized for clear
text node, said secure nodule (8) having confirmation
means to i ndependently confirmthe pronpt of a pronpt
pair received fromsaid non-secured portion (10) is a
proper pronpt for clear text node prior to

comuni cation of said pronpt to said display (6)."

"10. A point of purchase termnal (2) conprising a

di splay (6), a secure nodule (8), a keypad (4), a non
secure nodul e (10), and a communication port (12) for
communi cating with an outside source, characterized in
that said termnal (2) operates in either a clear text
node where data is transmtted in a non coded manner or
in a secure text node where data is transferred in a
coded manner, said secure nodule (8) including neans
for receiving pronpts to be used in clear text node and
means for generating an authentication paraneter for
each pronpt and neans for transmtting and storing each
pai red pronpt and authentication paranmeter in said non
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secure nmodul e (10), said non secure nodul e (10)

i ncludi ng nmeans for instructing said secure nodule (8)
to operate in clear text node and to provide pairs of
pronpts and aut hentication paraneters to said secure
nmodul e (8) in clear text node, said secure nodule (8)
when operating in clear text node including neans for
confirm ng each pronpt by regenerating the

aut henti cation paranmeter for the pronpt and only
transmtting the pronpt to said display termnal (2) if
t he regenerated authentication paraneter matches the
aut henti cation paraneter provided with the pair."

The appel | ant argued that the subject-matter of claiml
was rendered obvious by the teaching of docunent D3 in
conbi nation with the teachings of docunents D4 and Db5.
In particular, the subject-matter of claim1l only
differed fromthe term nal known from docunent D3 in
that predeterm ned pairs of pronpts and authentication
paranmeters with correspondi ng confirmtion nmeans were
provi ded. The transm ssion and di splay of pronpts, as
wel |l as the processing of the entered data in either
clear or secure text node, were conmon in the termnals
at issue, as denonstrated by docunments D4 (cf colum 9,
second and third paragraph) and D5 (page 136, lines 14
to 16). Furthernore, the authentication paraneter as
defined in claim11 could be nothing nore than a fl ag-

| i ke paraneter associated with the pronpt, defining
whet her the secured portion of the term nal should
operate in the clear or secure text node. As such it
was therefore obvious to provide this paraneter paired
with the pronpt.
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I X. The respondent submitted that although it was not
di sputed that pronpts were known and comonly used, the
provi sion of pronpts associated with an authentication
code was not suggested in any of the avail able prior
art docunents. In particular having regard to the
teachi ng of document D3, the termnal of claiml did
not require a burdensone checking of the entire program
in order to attain confidence that it operated in the
proper node when the user entered data. Docunent D5
nmerely confirmed the, uncontested, fact that both
pronpts and the display of stars when entering a PIN
were well known. Finally, the authentication paraneter
defined in claim1 was unique to a given pronpt and
confirmed the authenticity of the pronpt as a proper
pronmpt for clear text node. Thus it could not be taken
for sone flag-like parameter nerely defining the node
of operation of the secure portion of the term nal.

Reasons for the Decision

1. The appeal conplies with the requirenents of
Articles 106 to 108 and Rule 64 EPC and is therefore
adm ssi bl e.

2. | nventive step

2.1 Having regard to claim1l1, the closest prior art is
provi ded by docunent D3 (cf figure 3 and correspondi ng
description), which discloses, using the term nol ogy of
claiml of the patent in suit, a debit term nal
conpri si ng:

a secure nmodule (UTA), a display (LCD), a keyboard (CL)
and a non secured portion (UTP)

3094.D
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t he secure nodul e controlling the conmuni cati on of data
bet ween sai d keyboard, said display, and said non
secured portion of said termnal in either clear text
node or secure text node,

t he keyboard allowi ng the entry of either clear text or

secure text.

In the termnal of D3 (cf colum 8, line 33 to colum 9,
line 7) a quasi-randonmly selected partition of the
transaction algorithmof the termnal stored in the
menories (W1, W2, MM of the non-secured portion of
the termnal is transferred to the secure nodule. The
authenticity of the transferred partition of the
algorithmis verified by cal culating, using an
encryption algorithm the corresponding signature in

t he secure nodul e and conparing it with the respective
signature stored in nmenories (DA, TA) of the secure
nodul e. According to D3 (cf colum 1, lines 18 to 27),
in the same termnal both secret data (eg a secret code)
and non-secret data (eg the anobunt to be paid) are
entered and the termnal authorises the fetching of the
secret code (cf colum 7, lines 55 to 58). There is
however no explicit mention of the conmunication of a
correspondi ng pronpt to the display or of the
verification of the authenticity of those partitions of
the transaction algorithmspecifically relating to any
pronpts by nmeans of a correspondi ng authentication

par anet er

Thus, the subject-matter of claiml1l differs fromthe
term nal known from docunment D3 in that pronpts are
conmuni cated and in that the non-secured portion of the
term nal has a predeterm ned group of paired pronpts
and aut hentication paraneters that are authorized for
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cl ear text node. Furthernore, the secure nodul e has
confirmati on nmeans to i ndependently confirmthe pronpt
of a pronpt pair received fromthe non secured portion
is a proper pronpt for clear text node prior to
comuni cation of the pronpt to the display.

2.2 This provides additional security for confidential data,
such as a PIN, entered into the termnal. Accordingly,
t he objective problemto be solved by the patent in
suit nmay be seen as providing i nproved security
measures protecting the termnal from fraudul ent
attacks for retrieving confidential data.

2.3 The conmuni cation of pronpts to the display indicating
whi ch data should be entered as such is common in the
termnals at issue (see D4, columm 9, lines 11 to 13
and 34 to 39). Accordingly, it would be obvious to the
skilled person to include this feature in the term nal
of D3 for requesting the entry of eg the PIN. However,
docunent D3 verifies the authenticity of the
transaction algorithmin general by checking randomy
selected partitions of the algorithmfor a match with
their correspondi ng signatures. Although this
verification, depending on the size of the partitions,
need not be nore tinme-consum ng than the verification
of a pronpt, it does not specifically focus on any part
of the algorithmparticularly prone to fraudul ent
mani pul ation for retrieving eg the PIN

2.4 Docunment D4 (cf colum 9, lines 11 to 17) discloses a
transaction systemwith a termnal and a card, each
having a secure m croprocessor (MPU). The term nal MPU
causes a pronpt to appear on the display requesting
that the user enters a PIN. The PIN entered by the user

3094.D
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is sent by the terminal MPUto the card MPU where it is
checked against the PIN stored in the secret zone of
the card's nmenory. |f the nunber matches, the card MPU
notifies the termnal MPU to proceed. Pronpts
requesting the input of non-confidential information
are also provided (cf colum 9, lines 33 to 40),
whereby the information is displayed in clear text for

confirmation.

Security is provided in the system by on the one hand
maki ng the term nal MPU physically secure, for instance
by enbedding it in epoxy and to formit integrally with
a value dispensing unit (eg a printer head), and on the
ot her hand by a nutual handshake recognition procedure
between the card MPU and the termnal MPU (cf columm 10,
lines 20 to 55). The recognition procedure involves the
card encrypting eg a random nunber Nwith a first key
nunber k1 using a first encryption algorithmEl and
sending the resulting word WL to the termnal MPU. The
term nal MPU decrypts the word WL with the inverse
encryption algorithmEl" and the first key nunber kl
The result is then encrypted by the termnal MPU with

t he key nunber k1 and a second encryption algorithm E2
and the resulting word W2 sent back to the card MPU
The card MPU decrypts W2 with the key nunber k1 and the
i nverse of the second encryption algorithmE2" and
conpares the result with the nunber used in the first
transm ssion. |If the nunbers match the MPU s are
recogni zed as being authorized for the transaction.
There is, however, no suggestion of confirmng the
authenticity of the pronpts.
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Docunment D5 (cf page 136, lines 14 to 16) discloses
that in case the PINis not limted to four digits, but
is of variable length, no stars or other synbols should
be di splayed when the PINis entered, since this would
reveal the length of the PIN and thus facilitate a
possi bl e attack. Accordingly, docunent D5 shows that it
was common to switch the termnal to sonme secure text
node, thereby affecting the output to the display, when
a PINis entered. However, docunent D5 does not
explicitly nmention the conmunication of pronpts to the
di splay, let alone the confirmation of the authenticity
of pronpts by means of a correspondi ng authentication
par anet er

The appel | ant argued that the authentication paraneter
as defined in claim1l could be nmerely data associ at ed
with the pronpt, nuch Iike a flag, defining whether the
secured portion of the term nal should operate in the
clear or secure text node. As it was well known to
switch between clear text node and secure text node
dependi ng on whether the term nal was pronpting for
clear text or secure text, it would have been obvi ous
to provide this paraneter paired with the pronpt to the
secure nmodule of the termnal. In order to be

di stingui shed fromsuch a flag-1ike paranmeter, it
shoul d have been clearly defined in claim1l that the
aut henti cati on paraneter was a uni que paraneter
generated for each pronpt by an authentication process.

Thi s argunment was not found convincing. Although the
board can only agree that nore explicit wording could
have been used in claim1, it is sufficiently clear
that the paraneter serves to confirmthe authenticity
of the pronpt and thus is distinguished froma



2.7

2.8

2.9

2.10

3094.D

-9 - T 0582/ 00

paraneter defining the node of operation of the secure
nodul e of the term nal

The remai ni ng docunments D1 and D2 referred to in the
appeal proceedings are | ess rel evant.

In view of the above, in the board' s opinion the cited
prior art cannot be held to render the clainmed solution
obvi ous. Therefore, an inventive step has to be

recogni sed for the subject-matter of claim1.

The sane applies to the subject-matter of claim 10,

whi ch corresponds in substance to the subject-matter of
claiml with sone further limtations. Therefore, an
inventive step has to be recognised for the subject-
matter of claim10 as well.

The remaining clainms 2 to 9, 11 and 12 are dependent on
either claiml or 10 and provide further preferred
features of the termnal. The subject-matter of these

clainms therefore also involves an inventive step.

In view of the above, the grounds of opposition invoked
by the appellant do not prejudice the maintenance of
t he patent as granted.



Or der

For these reasons it

The appeal is dism ssed.

The Registrar:

R. Schunacher

3094.D

I s decided that:

The Chai r nan:

H Wl frum

T 0582/ 00



